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Abstract

Nowadays, we are witnessing a growing interest for collaborative imgnvironments (CWESs). The prolif-
eration of portable devices along with the widespread availability of wirelewgank connectivity is converting
mobile ad-hoc networks (MANETS) into a basic scenario where impromtaborations take place. Recently,
several collaborative middlewares have recently emerged for gemgloew collaboration tools. However, it is
rather difficult to find a middleware for MANETSs that enables building rééaipplications from scratch, rapidly
and easily, while explicitly taking into account the coordination issue, napess provide a more modular and

standardized way of development.

To cope with this, we present SCOMET, a middleware that permits the poirg of collaborative services
over MANETS. Its major aim is to provide an efficient coordination mediaiag allow the coordinable entities
to perform complex tasks in a completely decentralized fashion. In todés this, SCOMET provides efficient
group communication and membership services, which are known tottealdfor collaborative environments.
To address one-to-many communication, SCOMET proposes a nelicagign Layer Multicast protocol (ALM)
called OMCAST. Designed to deal with the specific requirements of CWEE;AST benefits from the broad-
cast nature of the wireless medium to minimize communication delays ageéstion. Evaluation results show
that OMCAST can achieve significant improvements.

Keywords: MANET, collaborative middleware, coordination, P2P computing.

1 INTRODUCTION and frequently change their access point to collaborative

services, standard collaboration tools such as Microsoft

In the last years, the reduction in price of portabl%h""repo'n,t Sb(Trvflce/ Portal [2.2],thxVC [t]’ Grc(;ovg [2] q
devices has led to an increasing utilization of mobif® not suitable for MANETSs: they have been designe

and portable devices, which in turn has brought chand@dun on wired networks, where participants are more

for new forms of mobile collaboration involving interacStationary and without limitations of battery life, CPU,

tion between people who are co-located and organiigﬁmpry,and s.torage. Cpnversely, in MANETS, netW(_)rk
in an unforeseeable ad-hoc way. However, the provisiBﬁrt't'on'ng' disconnections and the scarce bandwidth
of such new ways of collaboration ovitobile Ad-hoc make collaboration inherently transient; it continuously

NetworksMANETS) is still an open issue. Yet, when ayaries and it is not subjected to pre-established patterns.

group of people wants to work together, it has to agree The consequence of this is the lack of an optimal so-
on a tool set (including general tools such as e-mail ahdion that fulfils all the MANET requirements (see [16]
instant messaging) which is rarely prepared for sponfar further details). In other words, what is still lacking
neous collaboration. In MANETS, where participants a middleware that while utilizing efficiently the scarce
can appear and disappear in an unpredictable manmsources of portable devices (i.e., memory, bandwidth
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and computational power), promotes such spontaneouse Security. MANETS are vulnerable to attacks due
collaborations. Under these conditions, we believe that  to their features of open medium, changing topol-
the following requirements are critical to the successful  ogy, cooperative algorithms, and lack of a central
implementation and integration of collaborative services  management point. Without countermeasures, it
over MANETS (note that requirements vary depending  is possible to track every movement of an individ-

on the scenario the middleware is aimed at): ual as well as examine what it is doing. At least,
o _ _ each group should protect the identity of its mem-
e Descentralization. No component Is responS|bIe bers and provide a limited access to the content

for coordinating other components. Though cen-  the group decides to share.
tralization leads to simple solutions, critical com-

ponents can restrict the autonomy of the members
in a MANET. Coordination. In addition to the above requirements,
handling the specific interactions caused by mobility re-

e Self-organization. The continuous variations ofquires to explicitly handle the coordination interactions
network topology impede any external support if the participating devices. This includes accessing the
reorganize components in the face of network dyscal resources of the environment and communicating
namism (connection, disconnection and mobilitydsynchronouslyith the devices, whether belonging to
and failures. Therefore, it is very important that ghe same group or an external one. For this purpose, it
middleware can reorganize its components spg8-necessary that the middleware architecture follows a
taneously in front of such events. coordination model that allows us to exploit the patterns

e Scalability. It is vital that the number of members 2t appear frequently when coordination among mobile

joining the network can grow without signiﬁcantdev".:eS IS takmg place. Some typical examples are the

performance degradation. pubI|sh/subscnb;eblat;kbqardandl?rgker patter.ns [7].

To support coordination explicitly, our middleware

e Group-based. Groups are the basic unit of orgahas been designed taking into account the coordination
nization. So, group membership is clearly necegodel of Ciancarini et. al. [10]. Their model consists
sary: notification of the joining and leaving memef three components described by the tripig M, L},
bers is fundamental to guarantee unnecessary s@énere{E} represents theoordinable entitiesvhich ask
vice interruptions. for coordination{M} refers to thecoordination media

which has to provide appropriate means to address the

» Transparent accessMembers should be able togjyerse communication facets needed to coordifiiite
connect from any portable device, with a connegnd {|_} stands for theoordination lawsdefining how
tion independent view. the interdependencies have to be resolved.

« Efficient communication. Participants should be At the present time, SCOMET, the middleware for
capable of forwarding messages to other memleA‘NETS, we presentin this paper, stnveg to gddress the
efficiently. Since connectivity is only available a§ommunication facets ofM}. The coordination laws
far as devices are in range, devices not in wirel¢@8d pattemns has been left for future work.
range should be able to communicate through in-

termediate devices, making them feel that they 8¢&,niputions.  In this paper, our major contribution
constantly in range. As a side effect, this cCausgs, middleware solution that permits building complex
mobile devices to consume more resources thagfjianorative applications while meeting all the preced-
was initially expected. Note that they act as Megsg requirements (excepting security). As just adduced,
sage endpoints and forwarders simultaneously. s coMET's focus is on communication functionalities
as constitute the substrate, i.e., the coordination media
&M}, to which sustain collaborative applications. Note
that communication among the members of a MANET
requires routing over multi-hop wireless paths. Without
e Easy deployment and usability.Beyond the spe- a fixed infrastructure, a routing path consists of wireless
cific requirements of collaboration, a middlewarknks whose endpoints are likely to be moving indepen-
should be easy to deploy, extend and use. Usalaikntly of one another. This provokes the frequent failure
ity and ease of application development transforamd activation of links, increasing network congestion,
a middleware into a powerful tool for developingvhile the system is still reacting to topology changes. It
high-level applications. Existing middleware ofis our responsibility to provide a communication chan-
fer some functionalities that can be used to builtkl that mitigates the instability of those paths. Thusly,
collaborative applications, but fail to provision th@ur middleware not only supports coordination when the
necessary gadgets to develop them in a fast aselices are in range, it allows to coordinate entities that
simple way. are not in direct contact.

e Group availability. Any group should continue
to operate if some components malfunction or b
come unavailable.
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Moreover, SCOMET has also to guarantee reliake route packets to them when the network grows large.
group communication. The reason for this is to suppdibwever, when devices are organized into groups, the
dynamic growth (scalability requirement) by organizingobility management problem considerably simplifies
devices into groups with at least one broker in it, whiciind allow us to design a a multicast protocol that scales.
indexes the information of all services provided by tha fact, it suffices for a source to know the path to one of
members in the group, and requests on behalf of themades in the group in order to route a multicast packet
specific services to the other brokers in the system. to any other destination within that group.

In the past years, several alternatives for group com- The remainder of the paper is structured as follows:
munication over MANETSs have been examined, such BsSection 2, we survey related work. We introduce our
broadcast[33], multicast[16], and evergeocast{35]. middleware solution in Section 3. Section 4 discusses
From these candidates, multicast appears to be the I@BICAST in greater detail. In section 5, we show our
solution, as it makes no assumption about the locatievaluation results. Section 6 concludes this work.
of the MANET participants. There are two existing ap-
proaches for multicast over MANETSs. On the one hand, RELATED WORK
there are the multicast protocols that operate at the net-

work layer (like MAODV [30] or_OD_MRP [31D. Qn In order to be consistent with the introduction, we

%turvey related work in coordination middlewares, col-

(ALM) protocpls, in which multicast pgckets are encahap orative middlewares and multicast over MANETS.
sulated in unicast datagrams and delivered to all group

members. In ALM, only group members need to ke? 1

state information. Futhermore, ALM is easy to deploy’

and capable of hiding underlying link errors. According . -
to these arguments, we believe that ALM can be moge Apart from the mo_del .Of Clanca_rlm et. al. [10].' the
easily adapted to meet the aforementioned collaborat{{/rét example of coordination was Linda [14]. In Linda,

requirements coordination is carried out by a centralized coordination

) I mechanism while the application that exploits it may be

As a second contribution, we present a novel AppE;stributed. The participants share information trough a

cation Layer Multicast protocol called OMCAST. Orig- bal istent) data st woically imol ted
inally developed in the scope of the EU-funded projeg{o al (persistent) data store, typically implemented as a

POPEYE, OMCAST has been machinated to handle itIH—ple space. In modern implementations, such as _Jav_aS-
promptu peer-to-peer collaboration over MANETS |{aces [25] and TSpaces [34], subparts of the application
main features are the following: " can coordinate with each other by means of a tuple space

maintained at a central location. The main shortcoming
¢ A flexible bootstrapping processhich lets nodes of these systems compared to SCOMET is their central-
join and leave at any time. ized design, which leads to a potential loss of scalabil-
) ) ity. SCOMET, however, is a decentralized middleware
e Physical broadcastingf data packets to one-hopg|iowing the peer-to-peer paradigm, which results in a
neighbors in order to reduce communication ovegsa1able coordination media for MANETS.
head. More recently, coordination models have been trans-
lated into the MANET setting. LIME [28] proposed the
idea of multiple (local) tuple spaces that were transiently
shared to form a federated shared dataspace when hosts
In fact, the OMCAST’s performance benefits fronare in range. This programming abstraction allows tuple
the following observation. In many MANET scenariosharing between two nodes that are reachable in the de-
(e.g., warfront activities, search and rescue, disasterviee coverage area. In consequence, the users perceive
lief operations, etc.), the mobile devices are often orgaobility as a sudden change of context. This occurs be-
nized in groups with different tasks, goals and, correause the virtual (global) data structure forms a transient
spondingly, different functional and operational charashared space, where the accessible tuple set depends on
teristics. In particular, the nodes in the same group wilie available connectivity with the other mobile units in
have a coordinated motion. For example, attendeesttod MANET. In our approach, we also adopt the idea of
a major conference can be subdivided into teams basechl spaces, but allowing all the participants to define
on their interests for the purpose of organizing birds afglobal space, irrespective of their current connectivity
a feather session; various units in a division can be di do this, SCOMET supportaulti-hop routingto reli-
ganized into companies and then further partitioned irdbly share data and coordinate mobile devices. In other
task forces based on their assignments in the battlefielards, we provide disconnected routing, which allows
As mentioned above, one of the main challengestwfo devices that are not in direct contact to coordinate
MANET algorithm design is the fact that, unlike in Inwith each other.
ternet, nodes are moving continuously. In particular, itis Other systems based on LIME are LIMONE [12], an
difficult to keep track of individual node movements anenhancement of LIME to tackle highly mobile environ-

Coordination

e Decentralized membershipformation available
for higher level layers.
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ments, and PeerWare [11], a peer-to-peer middlewaate message delivery. This middleware provides point-
that provides a global virtual data structure to share ddo-point communication as well as a publish-subscribe
uments between peers. Nevertheless, since these adrivice. However, it must be taken into account that the
tectures do not provide explicit communication mechapidemic routing protocol does not guarantee the relia-
nisms, we believe that their tuple space-like abstractiduiity in message delivery like occurs in SCOMET.
are by themselves not enough to meet our goals. Another interesting Message-Oriented Middleware
CAST [29] is another coordination model tailoreds AGAPE [8]. This middleware provides group mem-
for MANETS that provides Linda-like coordination, bubership and message-oriented communication for perva-
now taking into account as well hosts motions in spas@&/e environments. It offers context information of co-
and time. Therefore, CAST supports disconnected roldeated group members, such as their attributes and fea-
ing, too. For this purpose, it supposes that devices mauees. AGAPE organizes members in proximity-based
according to some locally controlled plan called a maiusters, considering two different roles that depend on
tion profile, i.e., for a finite duration of time each devicehe specific features of each device: The cluster heads
knows where it is heading and will not change it courstnd the managed entities. So, low-resource devices such
in short. However, motion profiles are unpractical wheas mobile phones or PDAs act as managed entities that
the motion of hosts is completely random. Conversehlgly on more powerful devices such as laptops that act
SCOMET does not require to know a priori the devicess cluster heads. Whereas this static role differentiation
motions to work, being practical even when the motiatould be useful for team operations, like emergency sce-

of hosts is completely random. narios, we believe that is not suited for scenarios where
collaboration between members is highly decentralized.
2.2 Collaborative Middleware The next two reviewed solutions belong to the cat-

egory of Peer-to-Peer-Based Middlewares. Such mid-

In this section, we review the collaborative middiedlewares use a P2P communication model that involves
wares for MANETs which share common features witigSource and information sharing in order to a perform
our proposal. As outlined by [16], it is difficult to estapfOmmon task. P2P systems share many similarities with
lish a general taxonomy of the available middleware s§/ANET environments [36]decentralizationdynamic-
lutions. However, we can establish a classification badbt andself-adjusting behaviorHence, an association
on their programming model. As such, we classify theftf POth systems is believed to benefit the global oper-
as Peer-to-Peer-Based Middlewares (such as JMobiPdigh of a collaborative application. However, existing
and Peer2Me), Event-Based Middlewares or Messa@?—P systems has been conceived for wired and fixed in-
Oriented Middlewares (such as STEAM and AGAPE)iTastructures, so adaptations are needed to utilize a P2P

In general, Event-Based Middlewares are employ@ghitecture for MANETS.
to build distributed applications that must react quickly Among the attempts to adapt P2P ideas to MANETS,
to changes in the environment. Because they do not W& highlight two middleware approaches: JMobiPeer
sume a fixed topology, they are suitable for MANET&nd Peer2ME.
In a similar way, Message-Oriented Middlewares pro- JMobiPeer [5]is a JXTA compatible framework de-
vide asynchronous communication abstractions suchsigned for J2ME CLDC environments. JXTA, the most
publish/subscribe which are very adequate for pervasivi@ture P2P framework, provides interoperability and it
environments. Among this category, we must highligg platform-independent, allowing connections between
STEAM [21], an Event-Based Middleware which dropBeterogeneous devices. JMobiPeer benefits from these
the need of dedicated event servers by exploiting a p@haracteristics and introduces new features like a rout-
lish/subscribe service. Consumers subscribe to certiiéi layer, emulation of multicast functionality to adapt
event types and publishers are able to publish particula¢TA to mobile environments, and the concept of code
events. Moreover, STEAM allows different filters to b&obility. However, JXTA may introduce high commu-
applied to the published events. The main shortcomiftgation overhead because its architecture does not take
of STEAM is that is limited to the hosts that are in thito account locality of nodes and relies on the exchange
same radio range. There is no intermediate middlewa@éXML messages.
instead a publisher will send notifications directly to its Peer2Me [32] is another application framework for
subscribers. Contrariwise, as mentioned in the previowsbile peer-to-peer applications. Its main feature is that
subsection, SCOMET supports multi-hop communic#-offers node discovery and messaging services to facil-
tion, dropping the need of direct host contact to makiate the development of collaborative applications. Ad-
the publish/subscribe pattern operative. ditionally, it includes several collaborative applicait#o

In EMMA [26], a well-known standard from tradi- with the framework. It must be noticed that Peer2Me is
tional distributed systems has been adapted to cope wig@signed to be deployed on mobile phones under mini-
MANET requirements. To be pecific, EMMA is an im-mal J2ME configuration using Bluetooth devices.
plementation of the Java Message Service (JMS) that Compared to SCOMET, the greatest shortcoming of
incorporates an epidemic routing mechanism to facithe last two frameworks is that they only consider hand-
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held devices and therefore, they are not suitable for lapformation is never available.

tops or notebooks, in which more complex applications PAST-DM [15] (Progressively Adaptive Subtree in
could be deployed. Dynamic Mesh) is an overlay multicast protocol based
on the construction of a virtual mesh. The mesh is main-
2.3 Application Layer Multicast Proto- tained dynamically through the exchange of link state
cols packets, thus adapting it to network topology changes.
These packets provide link state table information, i.e.,
Finally, we review Application Layer Multicast ap-2 partial view of the network. All nodes need to start the

proaches and analyze its main features. Since OMCA@yIticast session ;imultaneously, and' afterwards initi-
is inspired by PAST-DM, we explain it in greater detait€ the bootstrapping process by sending TTL-bounded

AMRoute [19] was the first Application Layer Mul_broetldgafst me;f]sages.hwnhdthe topoloq[y mformatlort; ex- d
ticast algorithm exclusively for MANETS. It creates facted from the mesn, no fes compute a” sourcs— ase
shared tree for data distribution using only group me teiner t_ree to propagatg Information _to al memboers in
bers as nodes. Built from a virtual mesh with the help e multicast group. Logical and physical hop distances

unicast tunnels, the tree tolerates connections betw&ER used as heuristics to compute the Steiner tree. The

the group members. One of the main drawbacks of A ource node takes its logical (virtual) neighbors as chil-

Route is the static behavior of the virtual mesh. Since A" " the tree. The rest of the nodes are packed into

changes are made in the structure once it has been baHpgroups, which form a subtree where the root of this

it does not handle network dynamics and leaves all f eé is one of the logical neighbors. Thus, each child of

sponsibility for the underlying unicast routing protocolt. e source tree is responsible for delivering the multi-

ALMA [13] creates a tree of logical links betweencaSt message to all nodes in the subtree. This process is

group members. Its major goal is to reduce the Costrgpeflteghth:jough eve][y noliietgnlt_ll the sutlralt_ree becotmgs
each link in the tree by reconfiguring the tree under morPY- The decision of packet delivery path IS compute
. ﬁé each receiver, so path selection is performed always

mléh the most up-to-date information. Although this is

1 efficient way of delivering data, some packets may be
ggt if nodes change location once the source has com-
guted its corresponding subtree.

network, it must select a node as a parent to beco
part of the tree. When the tree performance drops
low a defined threshold, the node reconfigures the t
by either switching the parent or freeing children. Th
mechanism leads to a complex loop avoidance and de-
tection subsystems, as synchronous switching can ocgur. MIDDLEWARE DESIGN
ALMA also considers the existence of a rendezvous ] N )
host for obtaining the structure of the logical tree as well Most middlewares that has been utilized so far in the
as neighbor information in the bootstrapping process development of distributed applications has appeared in-
AOMP [18] relies on reactive routing to construct gdequate in supporting coordination activities in mobile
delivery tree in a dynamic and decentralized way. THRd wireless scenarios. In this respect, Zambonelli [20]
protocol consists of two stages: A first one that connedggntified three basic techniques of communicatiah: (
the joining nodes to the overlay and a second stage tHgCt communicatiounicast), i) shared data spaces
performs the tree construction and maintenance. AON@Y- tuple spaces), and{) event-based modetslying
takes advantage of the unicast routing protocol, and tH% publish/subscribe. In order to address coordination,

avoids routing overhead and improves scalability. Howommunication in SCOMET has been mainly modelled

ever, such a protocol is limited to use reactive protocdfSing unicast and publish/subscribe functionalitieshwit

like AODV [27] or DSR [17], and only considers a sinthe publish/subscribe being sustained by OMCAST. To
gle source node for the multicast session. support inter-device interactions through a shared data

NICE-MAN [6] presents several improvements witistructure, SCOMET includes a naming service intended

respect to the existing Internet NICE algorithm. To K@ store the minimal but the critical information required

more specific, it exploits the broadcast capability of tg coordinate devices in this way.

medium to reduce network traffic. The basic advantage Vith the three communication components, we view
is the maintenance of a reduced overlay formed only B> CMET as a ready-to-deploy solution for developing

cluster leaders while the rest of members are Iocatedcﬂ?ll""bor""t'\/_e applications for. MA_‘NETS' Slnqe we have
hop away from them. Thus, a node may send a messgg&co_nstramed our communication abstractions to be of
to various nodes simultaneously by benefiting from tieParticular class (as specified in the above paragraph),
broadcast nature of the medium. Nonetheless, there %%falopers can use all set of functionalities to coordinate
several drawbacks like the continuous selection of clt€Vices: , ,

ter leaders. Furthermore, non-overlay nodes are loosely [N Summary, SCOMET provides the following fea-
connected since they do not send any control messaé\é@s:

This may imply high message loss, as nodes need to re-e Group management servicasdynamically han-
cover from the loss of connectivity. Thus, membership  dle the addition, deletion, and modification of the
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information relative to group membership. of nodes located in a small area. Normally, they are lo-

L _ . cated in aroom or in a large hall, where some of them

e Communication servicedn general, developing oy remain static for long periods of time. Some may
collaborative applications requires two importantyanqe its location from time to time in order to inter-
communlcatlons abstractlomnlcast the}t IS, the 4ct with other existing groups. However, the major part
sending of messages to a single destination, agd.ommunication is performed in well-defined areas,

multicast Further, we provide a publish/suscribg,ere nodes are located at most two or three hops from
and a naming service to support coordination. o most distant hop

Consequently, multicast communication represents
a good option to provide reliable group communication.
) i o Owing to this fact, we have devised OMCAST, an ALM

_The main Com_pF’”e_m IS the_ communication Ch""rmﬁlr'otocol specially designed for CWEs. We will describe
which allows participating devices to send messagesd® cAST carefully in Section 4. By the moment, only
one or to all the members of a given group. Also, nameg s,y that, with the use of OMCAST, we have reduced
communication channels are available, so applicatiqgyyork traffic. In order to do this, OMCAST forwards
bunt.ato_p do not have to f|Iter the messages from Othgrmulticast message just once by broadcasting it to the
applications. Messages destined for all group membgis;iceq |ocated at one physical hop from the sender. In
are sent through ALM, avoiding using multlple unlca_%is way, multiple unicast transmissions are avoided. It
messages. Moreover, the channel provides mechanigfis pe pointed out that, like almost all ALM protocols,
for synchronous and asynchronous reception. On toRG{CAST does not guarantee neither reliable message

this chgnnel, we have .settlled the other two _b‘f:l,SiC pillacfélivery nor message ordering. In what follows, we ex-
that facilitate the coordination of devices’ activitiehél plain how OMCAST addresses these issues.

publish/subscribe and naming services.
The implementation of the publish/subscribe service

supports a set of the JMS [23] (Java Message Servigghering and Reliability. TCP has been discouraged
interface. As it follows from the JMS specification, it$o MANETSs. For this reason, we focus on bringing or-
behavior is practicall)_/ identical to the one d_efined in tnfering and reliability to the UDP protocol. As outlined
standard. More precisely, the service furnishes a topj-the introduction, these two characteristics are ciitica
based publish/subscribe model with persistent and nQghen designing a middleware for CWEs over MANETS.
persistent subscriptions. It is important to note here thgj provide reliability and ordering in a transparent way,
SCOMET does not set up a central JMS server to hangllg advocated for the toolkit JGroups [4] as the founda-
subscriptions. Subscnpuons are pamally malntalnedmsn of our communication media layer. JGroups, based
each member in the group. In this way, when a devig@ java technology, offers reliable and efficient group
rejoins a group duetoa temporary'dlsconnectlon, all '€mmunication through a flexible protocol stack, where
quired to do is to ask one member in the group to obtaiRch protocol provides a specific functionality. The list
all the previous messages published on a given topiC.of functionalities includes for instance lost message re-
The naming service also follows a Java Sta”dard-trl&nsmission, ordering and encryption.
implements a subset of the INDI [24] (Java Naming Di- - »s 3Groups main characteristic, we find reliability in

r.ectory_lnterface) interface. Its aim i; to be used to store it communication, which is a deployment issue
lightweight data such as resource discovery, group does not have to be implemented by the developer.

coordination information. The mechanism to store this . . .
L S . However, the most interisting feature of JGroups is
data is simple but effective: whenever changes occur. jn N .
. : . . __its extensibility: A new protocol can be easily added to
the naming service, the changes are sent via multicast 1o L L
the protocol stack, thereby extending its capabilities. In
all group members. As we know that too many updates : : S
. . order to achieve this, JGroups operation is basethen
might be resource-expensive for the system, the namin - -
I ponsibility chain’s patterrwhere each protocol only

service is supposed to maintain only minimal but critic% dles its corresponding part of the message when it is
data. In constrast, what we gain is performance. Store
sses through the protocol stack.

information can be rapidly made available to all currehf ) .
A protocol may modify, reorder, simply pass, drop a

group members. )
message, or add a new header to it. Further, a fragmen-

tation layer can break up a message into several smaller
messages, adding a header withiémo each fragment,
As SCOMET has been designed for collaboration, ro@nd re-assembling the fragments later on the receiver’s
ing protocols should also consider the particular requirgide.
ments of spontaneous collaboration over mobile ad-hoc The composition of the protocol stack is determined
networks. by the creator of the channel: An XML archive specifies

Typical scenarios such as meetings or scientific cahe layers to be employed (and the parameters for each
ferences are characterized by having a moderate nunibger).

3.1 Communication Services

3.1.1 Routing protocols: Ordering and Reliability
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| | | | Link State Table Link State Entry

T LT /] Node Id | Time Stamp | TTE | Degree ’| VN’s |
NACKACK NACKACK /’l,"
UDP OMCAST ,', NodeId | Hop distance
Ucast/Mcast UDP ucast NodeId | Hop distance
[ [
NETWORK
Figure 1: JGroups protocol stack. Figure 2: Link State Table structure.

In SCOMET, we have exploited the reliability and The mesh maintenance in OMCAST is similar to the

ordering protocols provided natively by JGroups. Sin&1€ used by PAST-DM, but some changes are necessary
we do not need network layer multicast, we replacedi@ improve the whole operation. Each device maintains

by OMCAST, our application layer multicast, as showfne Link State Table (LST) (refer to Figure 2) for each
in Figure 1. multicast group it belongs. The most recent entries are

Ooeriodically exchanged with the node virtual neighbors,
I.e., the members of the multicast group located at one
P_gical hop from the local node. As a result, each LST

lows sending unicast and multicast messages in the o ggps a Lmk. State Entry (LSE) for each me_mber of _the

; ctrrent multicast group. Each LSE stores information

inal JGroups structure. . .

hi hat all licat about the link state of the corresponding member: Node

) In this way, we ensure that a app |cat|0_n messaggggree, virtual neighbors; together with the node identi-
will be delivered to _the corresp(_)ndlng receivers. Als_ﬂer and the Time To Expire (TTE). Lower values on the
setup parameters like the maximum number of retrigg,; avion time indicate that the information kept is less

and retransmission timeouts can be more easily tuneg[Q,  ate than the entries with higher values. When TTE

get the desired behavior. drops below a certain threshold, the entry is marked as
invalid. When more recent versions of an entry arrives,

TTE is set to the highest value and the entry is marked

4 OMCAST. COLLABORATIVE ALM = ° 0% o 9 y

PROTOCOL Thanks to Link State information, devices can set up
source-based Steiner trees and deliver data to all mem-

. . . bers. Besides, membership information can be provided

A o o che o pper ayers, i s acualy very el or VIS

state information exchanging and Steinér trees. As a rerpwdmg this information only implies offering a list of
. . o ode identifiers retrieved from each LSE.

sult, a virtual mesh connects all participants in the murf- When a node wants to send a multicast message to

ticast group, which is built dynamically by periodically [ members, it computes the source-based Steiner tree

exchanging link state information. However, OMCAS‘fl ' '

suppes ot fexie boistap method than PASYY 215 8 €90 i et meseace o st v
DM and takes advantage of the broadcast nature of wirg- 9 L ' gnoe
less communication résponsible for dellverlng_the message to a certain sub-
' group of nodes as determined by the source-created tree.
Along with the message content, each copy encloses a
4.1 Basic Operation header with the information about the subgroup of nodes
that has not received the message yet, but should receive
it. Upon receiving its copy, each virtual neighbor sets up
Thanks to its flexible bootstrap method, OMCASTis subtree on basis of the information kept in the header.
allows multicast members to join at any time. Any nodgext, it sends a copy of the message to its children with
wishing to enter the multicast session only needs to sethed header content updated. This process repeats until
aJOIN message. This join message consists of a lothaé subgroup which must receive the message is empty.
broadcast message, which is successively forwarded by
non-member nodes. When the message contacts agdid Local broadcast delivery
member, a unicast reply is sent to the source. This reply
message contains local link state information as well as In protocols like PAST-DM, when a node wants to
the number of hops the node is located from the repliésrward a message through a generated tree, it resorts to
Thus, the bootstrapping node automatically receives its state information generating as many copies as mem-
formation about the current neighbors in the group, abérs wish to receive the message. One different unicast
it is ready to send multicast messages to any node. packet is then sent to each member.

UNICAST protocol is in charge of ensuring FIF
ordering and reliability for unicast packets. NACKAC
behaves in a similar way for multicast packets. UDP

Ubiquitous Computing and Communication Journal 7



O Q Q end-to-end delay incurred by OMCAST. Finally, we ex-
amined SCOMET in a real setting in order to verify that

[ e e
Q O " O \m O/”‘ SCOMET communication media layer works correctly.
ON /0

5.1 OMCAST
O

To evaluate OMCAST, we performed numerous em-
O O ulations mimicking realistic CWEs. We designed a sce-
nario of 30 devices with multicast groups oscillating be-
tween 5 to 20 members. To approximate emulations to
In OMCAST, we use a bandwidth-saving techniqueality, we set up an emulation environment consisting
that consists in transmiting the message via local broad-VMware images along with an enhanced version of
cast. If there exist enough neighbors at one physical HdiebiEmu [37]. APE Mackill [3] was used in conjuction
willing to receive the message, the message will be savith MobiEmu to emulate wireless connectivity. Also,
just once as a broadcast message, saving bandwidthD¥MOUM, the most recent implementation of DYMO
Figure 3, we show the standard mechanism to senfPhprotocol, was the MANET routing protocol chosen
multicast message to each receiver in comparison to ¢msupport the multihop connections of participating de-
broadcast-based method. In the first method, the packiees.
m is sent4 times through the network while in our ap- DYMO protocol enables reactive, multihop unicast
proach is sent just once to the medium, as nodes in rangeting between DYMO devices. The basic operations
can hear the packet. of DYMO are route discovery and route management.
It must be noted that, even taking as a basis CWHEyring route discovery, the source DYMO device starts
devices may change its location unexpectedly. Hencehie dissemination of a Route Request (RREQ) through-
is likely that some of the packets locally broadcasted @at the network to find a route to the target DYMO node.
not reach their final destination due to mobility issudsuring this hop-by-hop dissemination process, each in-
(e.g., virtual neighbor information might be temporalljermediate DYMO router records a route to the origina-
inaccurate). To minimize packet loss, broadcast delivdgr. When the target DYMO router receives the RREQ,
will be performed only under certain conditions: it responds with a Route Reply (RREP) sent hop-by-hop
towards the originator. Each intermediate DYMO router
e The number of virtual neighbors that are ready {@at receives the RREP records its path to the target, and
receive the message must be greater than a thregRyards the RREP to the next hop towards the origina-
old, sayMIN_BC_NEIGH. tor. When the originator receives the RREP, paths have
. . . . been definetly established between the source router and
e Avirtual neighbor is considered to be ready to rﬁﬁe target router in both directions
ceive a broadcast message only if the sender has - '
DYMO utilizes sequence numbers to guarantee loop

received one link state message from it in the last
BC_PERIOD seconds. This constraint ensurZ’rzeedom. Sequence numbers enable DYMO routers to

that a broadcast message is sent only to the no ceserve the order of route discovery messages (RREQ),

truly located at one physical hop. The assumptionus minimizing stale routing information.
is that within a close time period, hop neigh- Since we wanted to measure OMCAST performance

. . . - in a real CWE, we could not take the random waypoint

bor will vary its location negligibly. model as mobility model. So, we had to design specific

Another problem occurs when a node is supposedggnarios to do so. More specifically, we designed a set
forward a message to a receiver that does not appea®figcenarios in which the devices were located in 3 non-
its tree. This can happen because there is only one néggnected areas. In each scenario, there was one or two
responsible of determining the first subgroups of nodédes linking the first with the second area, and the sec-
the source. However, OMCAST solves this prob|em Wd with the third area, so that reaching all members in
forcing forwarder nodes to unicast the message to thé8e@ MANET was initially possible.
receivers that did not appear in the original source-based We spent 140 seconds per simulation, enough time

Figure 3: Standard vs. local broadcast delivery.

Steiner tree. for letting some of the devices switch from one area to
another, remaining static for a pause time of 30 seconds.
5 PERFORMANCE EVALUATION Members of the multicast group transmitted packets at

a constant bit rate of 4 Kb/s.

'We p.erforme.d ext'e'nswe tests on our middleware )1 1 Congestion analysis
validate its functionalities. We focused on general tests:
First, we examined OMCAST performance. Recall that our first test, we evaluate the potential benefit one can
multicast is critical for group communication in CWEsobtain from using broadcast delivery rather than multi-
For this reason, we measured the network traffic and fhle unicast transmissions. The simulation compares the
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multicast traffic injected into the MANET by unicastvs. As shown in Figure 4, broadcast delivery managed

broadcast delivery. With this test, we want to prove the reduce about 20% the multicast traffic. This fact can

efficiency of broadcast delivery in areas with co-locatdze explained as follows. Since each multicast packet is

participants. consumed by multiple receivers simultaneously, fewer
We designed a scenario with 20 devices that inject@gckets are injected into the network. Further, the extra

multicast messages into the MANET at different rate§affic due to unicast-based multicast increases end-to-

The value of M/ IN_BC _N EIGH was varied to restrict €nd delays and the packet loss rate, as will be shown in

the power of broadcast delivery in each simulation. R#1€ next section.

call that broadcast messages are only sent if there arelt is worth noting that the three variants of broadcast

atleastM IN_BC_N EIGH virtual neighbors ready to delivery performed similarly. This is because it is quite

receive the multicast packet. To simplify the expositiotnlikely that a group member has more than 5 neighbors

we use the notatio®WMCAST — 2, OMCAST — 3, inwirelessrange in a real scenario.

OMCAST — 5 to indicate that the value of parame-

ter MIN_BC_NEIGH was setto 2, 3and 5, resp. In )

addition,OMCAST — NOBC signals the non-use of°-1-2  Impact of broadcast delivery

broadcast delivery, which means that all messages

) : WeHe second evaluation focuses on measuring the influ-
sent via unicast.
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ence of broadcast transmissions on packet delivery ratio.
At this point, it is interesting to note that a unicast packet
is addressed to a specific node, while a broadcast packet
is addressed to all nodes located physically at one hop,
contacting only those devices in wireless range with the
source. Consequently a node might not receive a broad-
cast packet due to inconsistencies in its LST. However,
since multicast traffic reduces with broadcast (see Fig-
ure 4), we can expect that congestion diminishes, too, in
benefit of a higher packet delivery ratio.

Assuming the same parameters of the previous sim-
ulation, Figure 5 shows that broadcast-based OMCAST
is approximately 15% better than the non-broadcast ver-
sion.

5.1.3 Round-trip-time delay

The last test explores the effect of broadcast delivery on
end-to-end delay. As just observed in the preceding two
evaluations, traffic reduces when multicast messages are
broadcasted. Therefore, it is not strange to suspect that
network delay will experience a certain reduction when
broadcast transmission is active. To prove this claim, it
is necessary to show if latency diminishes as function of
the group size.

End-to-end delay was measured by forwarding mul-
tiple multicast requests with timestamp. Upon receiving
a multicast request, each group member replied with a
unicast ACK message to the source which enclosed the
original timestamp. As a result, sources could measure
the round-trip-time with respect to all nodes in its group.

The average network delay is shown in Figure 6.
Non-surprisingly, network delay was higher when non-
broadcast delivery was used. Broadcast incurred lower
delays, which can be explained by the traffic reduction
in the MANET as result of the exploitation of the broad-
cast nature of wireless connections.

In conclusion, OMCAST provides a high packet de-
livery ratio without renouncing to low mean delays (in
comparison to unicast-based multicasting).
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Figure 7: Real Test Scenario. Itis important to note here that SCOMET guarantees
reliability and ordering of messages. More specifically,

5.2 SCOMET middleware retransmitted packets are also delivered in order. Thus,
we can conclude that SCOMET performs well in a real

. . . scenario.
To evaluate our middleware, we built a simple chat

application on top of SCOMET. This proof was a sanity
check to verify whether SCOMET can react quickly t6.2.1 Application development with SCOMET

sudden membership changes (devices joining or leavi . I L
groups), and whether unicast and multicast communic§a80MET characterizes for exhibiting a fast application

tion was reliable, too. evelopment and a reliable and fast communication (as a

result of the complete set of services it provides). Some

ﬂrstFaron;(;ﬁ:;{g'g?g?ﬁev'?ggg::%;i%g%?;;ﬁ:’e; ?ig?.ttings that present mobile entities as devices with the
PP P 9 equdme privileges that need to cooperate in a common task

ig:'tg?rf t\ggli] \}\251‘Q;]ac:?r?fgf]r;‘;g;?;ggﬁ?etgczogt%grate Ot highly benefit from SCOMET multicast capability.

. . . " More specifically, with SCOMET, developers will have

To increase realism, we recreated a typical _CWI_E' ASclean manner to free entities from the brake of explic-

shown in Figure 7, three rooms were set up with diffefay 5|4ing the addresses of the other entities involved
ent mobile devices within each one. Devices in room @ J - ino4ion

_?_Ed c coulddonlly com;nymcate Vé'th ncl)ccjies n room B. Other applications that may face coordination issues
e two nodes located in room B cou communlca\rﬁ" also benefit from SCOMET's rich set of tools. For

dire]ftly Wit.h the rhest of thz nodes'i:lthe Mﬁ"\(leT' Inthi lustration purposes, consider an application requigng
configuration, when a node, say Al, needed to Cc’mnH‘|'eeting point [7] to coordinate mobile entities. To gain

n!cate V\gth.a node cB:ll, thﬁ message hadf.to beJor\éva;]r%ec%ess to the meeting point, mobile entities could resort
viaanode in room B. In this way, we configured a 2- our naming service to resolve its location. Once the

zceparlo,thc: tbecame 6} 3'h°$ Sﬁenat:/lvo whzn mfo eting point was made visible to all participants, they
evices started to move. In particuiar, two nodes rom, 14 start to communicate through the unicast channel

Room A moved _to Room B and Room C during the esihg therefore, registering, being notified about changes
For this particular test, all the laptops ran Windowg, calling for meetings.

XP service pack 2 and Andreas Tonnesen's OLSR im- |, ¢act some collaborative applications have already

plementation. The test measured the end-to-end dela¥aqjen profit of SCOMET. At the time present, SCOMET
multicast packets. To doit, initially, one node was askefl,iges the basic middleware services of the European
to send a message REQ to all members of its group. T{i8iat POPEYE. In such terms, SCOMET has been the
rgst of nodes, When receiving this REQ message, replﬁﬁar to implement some applications (plug-ins) which
with an ACK unicast message to the source. ACKs heigh),qe a file-sharing, a presentation viewer, and chat-
the timestamp value of the original REQ message. Ong&, communication utilities. The complexity on the de-

the source collected all the ACKs from the other 9roURsIopment of these applications was remarkably dimin-

members, the average round-trip-time was computedidye thanks to the communication services provided by

total amount of 50 REQ messages were sent via MUlicOMET: the unicast/multicast channel, and the pub-

cast. ) ) o lish/suscribe and naming services.
In Figure 8, we depict the mean round-trip-time for

both multicast and unicast packets. In the figure, a mea-

sure of 100 ms means that delay is between 0 and 1@)0 CONCLUSIONS

ms; a measure of 200 indicates values between 100 and

200 ... We can observe that nearly a 70% of packets areln this paper, we have introduced SCOMET, a mid-
delivered in less than 100 ms. dleware for developing spontaneous collaborative tools.
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Since most of the current middlewares cannot handle all |IEEE Annual Conf. on Pervasive Computing and
requirements found in mobile collaboration, SCOMET  Communication Workshops (PERCOMV’'QQ)r-
proposes a novel group-based middleware that provides lando, Florida, USA, March 2004.
group management and communication functionalities. ) )
To do so, SCOMET integrates toolkit JGroups into itd/] M. Bortenschlager, S. Reich, and G. Kotsis. A
design to offer reliable multicast and other services to  Generic Coordination Architecture as an Enabler
aid coordination. To provide one-to-many communica- [oF Mobile Collaborative Applications. IWET-
tion, SCOMET includes a propietary Application Layer ~ |CE '06: Proceedings of the 15th IEEE Interna-
Multicast protocol named OMCAST. tional Workshops on Enapllng Techn_olog|es: In-
Targeted to collaborative scenarios, OMCAST ben-  frastructure for Collaborative Enterprisepages
efits from broadcast-based transmission to reduce traffic  129—130, Washington, DC, USA, 2006.
and minimiz_e packet loss. It also reduces end—to—end.d?g] D. Bottazzi, A. Corradi,
lay. Evaluation showed that OMCAST performs well in
cpllaborgtve scenari'os in which nodes are grouped into Middleware for Pervasive Computing Environ-
differentiated areas mterconn_ected by one or two noc_ies. ments. InProceedings of the ISCC'0%emer-
Currently, we are per_formmg_ several r_eal _tests with Antalya, Turkey, July 2003.
a 15-node testbed, in which devicdsc@ated in different
room9 periodically switch their corresponding regions.[9] I. D. Chakeres and C. E. Perkins. Dynamic
The motivation behind these tests is to study the stability MANET On-demand (DYMO) Routing. Inter-
of SCOMET under mobility situations. By the moment,  net Draft, draft-ietf-manet-dymo-06.txt (Work in
a chat application has been tested, performing satisfac- progress), October 2006.
torily.
For short-term future work, we want to implemerftlo] P. C_Zian_carini, A. Omi_cini, and F. Zambonelli. _Co-
some coordination patterns on top of SCOMET, our co- ~ Ordination technologies for Internet ageritrdic
ordination media layer, in order to verify how it behaves ~ Journal of Computing6(3):215-240, Fall 1999.

under typical coordination scenarios. With the patter 1] G. Cugola and G. P. Picco. PeerWare: Core Mid-

;)hur ne>r<]t Stﬁ.pr\]'v:j” belto define age_\lx\(/jcoorlt_jln?non m_(:g dleware Support for Peer-to-Peer and Mobile Sys-
rough which developers can bulld applications with & o5 Technical report, Politecnico di Milano,

certain quality of service. 2001.

and R. Montanari.
AGAPE: a Location-aware Group Membership
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