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ABSTRACT
The area of MANets (Mobile Ad-hoc Networks) is Isiih its infancy in the
research community, but it plays a vital role sunded by the growing trend of
mobile technology for business as well as privaitd governmental uses. The
concept of ubiquitous/pervasive computing is almosinsically tied to wireless
communications. Emerging next-generation wirelessvarks enable innovative
service access in every situation. Apart from magmote services, proximity
services (context-awareness) will also be widelgilable. People currently rely
on numerous forms of identities to access thesécgst The inconvenience of
possessing and using these identities createsfisami security vulnerability,
especially from network and device point of viewNtANet environments. The
emergent notion of ubiquitous computing also makpessible for mobile devices
to communicate and provide services via networkseoted in an ad-hoc manner.
Digital identities are at the heart of many contenapy strategic innovations for
crime prevention and detection, internal and exsesacurity, business models etc.
This requires disclosing personal information ahe applicability of contextual
information as well as allowing users to be in conof their identities. In this
paper we discuss the requirements for the developofean innovative, easy-to-
use identity management mechanism within MANet emments. We convey
various possibilities, challenges, and researctstipres evolving in these areas.
The issues of context-awareness, making use aapatentities as a way of user
identity protection, and providing a better way fapde identification are
addressed. We also examine the area of user-dgnfdc MANets together with
its security issues and implications. We propodeamework for MANets that
makes the flow of partial identities explicit, gézasers control over such identities
based on the respective situation and context, @adtes a balance between
convenience and privacy

Keywords: user-centricity, contextual computing, Mobile Adeh Networks,
ubiquitous computing, identity management.

1 INTRODUCTION freely and establish an ephemeral self-configuring
wireless network.

The use of mobile handheld devices is With the emergence and development of

expanding rapidly both within business and wireless networks, the notion of “Ubiquitous

individual contexts. These devices are now esdentia
tools for offering competitive business advantaiges
today’s growing world of ubiquitous computing.
This has resulted in a proliferation of wireless
technologies such as mobile ad-hoc networks
(MANets), which offer attractive solutions to the
services that need flexible setup as well as dyaami
and low cost wireless connectivity. MANets can be
defined as a platform or a set of nodes that cavemo

Computing” coined byark Weiser [1]has received
increasing attention. Tiny embedded computers with
the abilities of computing and communication wil b
almost everywhere for the purposes of sensing,
controlling and information displaying. One of the
fundamental building blocks for such ubiquitous
computing applications is MANets, and is
increasingly used to support mobile and dynamic
operations such as emergency services, disasiefr rel



and military networks. Apart from many remote
services, proximity services (context-awarenest) wi
also be widely available. People currently rely on
numerous forms of identities to access these svic
The inconvenience of processing and using these
identities creates significant security vulnerapjli
including the disclosure of personal information.
This growing trend has raised serious concerns over
Identity Management (IM) due to a dramatic increase
in identity theft [2]. IM in this context is about
managing relevant digital identities of a user and
ensuring that users have fast, reliable, and secure
access to distributed resources and serviddee
challenge is even bigger in service oriented networ
architecture, where partial identities are spridkle
across many services and users have no control for
such identities.

In a nutshell, it be simply stated that ubiquitous
computing has the capability of providing
computational environments that facilitate the
provision of information instantaneously througke th
use of “invisible interfaces”, consequently allogin
unlimited spreading and sharing of information. If
accomplish and developed properly, ubiquitous
computing could offer an invaluable support for
many aspects of our society and its institutions.
However, neglecting the above mentioned privacy
issues and aspects; there is a great likelihodctliea
end product will resemble an Orwellian
nightmare[3].

To tackle the above problems, there is a need for
a lightweight IM framework for MANets, which
should be able to provide user-centricity, context-
awareness and user friendliness. The first two
abilities allow users to be in charge of adaptively
controlling what identity information should be dse
and how, when, where and to whom the information
should be released, in relation to operationalexiat
These are essential for IM to operate effectivaly i
mobile, dynamic and even hostile MANet
environments. The user friendliness ability is
important for the wide adoption of the framework.
Most users are not compassionate in knowing
technical details involved in IM, particularly in
complex MANet settings. It is thus crucial to build
the framework in the way that separates users from
complicated technical issues of IM in MANets and
allows them to focus on its policy aspects.
Additionally, due to the heterogeneity of devices
used in MANets, the lightweight feature is necegsar
for enabling the framework to be operable in device
with limited resources such as low computing power
and small memory. The lightweight feature is also
applicable in terms of communication overhead,
computation complexity, and storage overhead.
Asymmetric cryptography is usually considered too
expensive for MANets. Hence, symmetric
cryptographic algorithms and one-way functions are
commonly used to protect data integrity and

confidentiality. User identity solutions and itsskke-
free management play a vital role in the future
ubiquitous computing. Current identity solutionsica
no longer cope with the increasing expectations of
users in terms of their usability and manageability

The remainder of this paper is structured as
follows. We discuss related work in section 2.
Section 3 addresses the requirements of the prdpose
framework. Our framework is presented in section 4.
Finally section 5 provides the summary and outlook
of our work.

2 RELATED WORK

A MANet offers a temporary network without
relying on any fixed network infrastructure, and
communicates in a self-organizing manner.
Moreover, MANets play curial roles in many
application areas such as surveillance, marketiog a
military. While bringing huge benefits to these
applications, they also raise serious privacy/dggcur
concerns. For example, some information could be
used to track the whereabouts of users, monitar the
behavior, collect information about them, and even
incriminate some individuals based on the locations
of their devices used in a crime as evidence agains
them.

Mobile users need to use identities for access to
required services. An identity can be defined as
something that can be used to identify a particular
person or device. With regard to mobile devices,
they have fixed identifiers, which essentially seas
mobile identities. This type of identity is alsoked
to other information on personal attributes inchgdi
device locations, work addresses, telephone numbers
and user identities for managing the users’ mobile
identities to enforce security and privacy protcti
Such personal attributes are also called partial
identities [4]. For the proposed research, we will
consider both fixed and partial identities.

Each user of a mobile device is playing
numerous roles in life to live. Hence, there isead
to organize the user identities in a more structure
way, and such identities can be broadly categorized
into three areas based on the roles the exeraises i
real life [5]. These are personal identity (PID),
corporate identity (CID), and social identity (SID)
PIDs can be used to identify a user in his/her very
personal and commercial service interactions. CIDs
and SIDs can be used in professional and social
contexts, respectively, for interpersonal inteiatii
We can also say that individuals’ interests,
preferences, or tastes are also part of their itilest
These roles can be dealt with by users’ SIDs. Some
of these identities are very sensitive in natuee, s
stricter authentication requirements have to be met
Some others require less secure infrastructurbess t
possess not so sensitive user information. ldentity



information is closely associated with privacy iBssu
Privacy as defined bWestin[6] refers to the
claim of individuals, groups and institutions to

is a need for new mechanisms allowing dynamic
adaptability of services. Semantic descriptions of

determine for themselves, when, how and to what combination of current developments in security and

extent information about them is communicated to
others. Hence, privacy is considered as an
underpinning factor for the ultimate take up and

user preferences and user relations with the
privacy issues can create more dynamic
personalization. Such incorporation of context

information into IM presents a complex researclaare

success of MANets. Privacy can best be protected by and significant challenge to the research community

enabling anonymous communication, which usually
implies that a user remains un-linkable to a set of

Context-awareness also plays a crucial role in
IM. Context is defined in [12] as “any information

items of interest (e.g., communication partners and that can be used to characterize the situation of

messages) from an attacker’s perspective.
One of the important principles of privacy is
data minimization which states that the collection

entities (i.e., whether a person, place or objdw)
are considered relevant to the interaction betwaeen
user and an application, including the user and the

and processing of personal data should be kept atapplication themselves”. It is also worth pointiogt

minimal wherever possible. The broad aim of IM is

that the research in accurately discovering costext

to manage the resources of an organization (such asefficiently disseminating contextual informatiomda

files, records, data, communication infrastructame

making use of the available contexts is still at an

services) and to control and manage access to thoseearly stage and has an important impact on the

resources in an efficient and accurate way (which i
part usually involves a degree of automation).
Consequently, IM is a technical and process-
orientated concept. Evidently, IM has a chance to
succeed only if it is clear from the beginning that
users remain in control of their system and its
interoperation with others with regard to their
identity information. This indicates the need feeu
centric IM for which some efforts have been made to
develop solutions [7-10].

A notable approach is to consider IM as an
integrated system of business processes, polioigs a
technologies, which enables trusted organizations t
facilitate users in access to critical online
applications and resources while protecting
confidential personal and business information from
unauthorized users. There is also a growing

development of new/emerging applications in the
area of ubiquitous computing [13]. In particular,
context-awareness can facilitate users within a
MANet environment to access and view services or
available participants based on environmental
contextual information in a dynamic and adaptive
manner. For example, a user, who is within a city
centre and looking for friends to socialize witlanc
make his/her social identity available within ansa
MANet and search for the friends within such an
environment. This requires that services and relate
security settings be customizable in response éo th
contextual information provided.

2.1 Identity Management in MANets
MANets at first glance may not seem to be directly
related to the issue of IM. IM normally gives the

consensus among legislators across the world thatimpression of a traditional client server structure

individual rights of privacy and the protection of
personal data are equally applicable in the coraéxt
the Information Society as it is in the off-line rah

To address this issue, a user-centric identity

management framework is expected where usersdirectly with other

have complete control over the identity information
transmission [11].
With the rapid development of MANets, IM is

where users can establish a handshake with a server
for authentication and other purposes. Peer to peer
(p2p) networking also plays an interesting rol¢hi@
context of IM as in this context users communicate
users. However, MANets
constitute technical infrastructures that couldvie

a base for both traditional client server and p2p
applications. These technologies cause an enormous

becoming an interesting and demanding researchimpact with implications for security such as packe

area. MANets could be formed at various
geographical locations with nodes from different

forwarding and routing, network management etc.,
which are functions, carried out by all available

sources joining as well as leaving the networks nodes within the network. However, we are mainly
dynamically in a self-governing style. This feature concerned with the issues of context-awareness,
makes MANets much more exposed and susceptible user-centricity, privacy and user anonymity, as the
to security attacks. Thus there is a pressing feed information related to these issues can be used to
integrating context-awareness into IM. For instance track users’ whereabouts, monitor their behavior,
location information and users’ personal preference collect information about them as well as incrinbéna
for various operational settings can be used to individuals based on the location of the devicesdus
dynamically and automatically configure mobile in a crime as evidence against them. This can be
devices and user interfaces. Rule-based achieved by building profiles of individuals frormet
personalization algorithms can be too complex when partial identities used by them, which can be used
handling user contexts and preferences; henceg ther harm people’s privacy. As it stands at the moment,



such evidence will only point to the use of a devic
itself but may not prove that a particular indivadiis

concept in federated IM as it provides stronger use
control and privacy [10]; they consider user-

using the device unless — for example — some voice centricity abstractly and establish a compressive

communication is involved.
In IMMANets (IM in MANets) we are not only
concerned with fixed identifiers, but also with eth

taxonomy encompassing user-control, architecture
and usability aspects of user-centricity.
Bartolomeo et alhave also considered a shift

personal attributes of a user, as we are more from the technical-centric approach of current IM

interested in identifying and providing securitythe
user of a device rather than the device itselftif#dar
identities on the other hand can be defined as afse
personal attributes of a user, where the user aga h
several partial identities, e.g. his/her work addre
and home telephone number [1&]ohammad et al
[5] categorized user identities as: personal idgnti
(PID), corporate identity (CID), and social identit
(SID).

Privacy refers to the claim of individuals, groups
and institutions to determine for themselves, when,
how and to what extent information about them is
communicated to others. IM can be looked at in
different contexts. One example is that it canrmré&de

solutions to a user-centric one. They propose a use
profile and design a distributed approach to manage
use profile information and examine the possileiiti
for choice of a unique user identifier [15]. Theue

of user-centricity has also been looked at from the
point of view of its usage in Enterprise Directory
Services to provide complete protection from the
user’s perspective. It has been suggested that
combining public key infrastructures, user-centric
IM and Enterprise Directory Services would allow
users to have control of the personal information
stored within a directory as well as who is allovted
access the information [16]. Thus, a user may
employ PKI to encrypt attributes, and then share

an integrated system of business processes, policie decryption details with selected entities. Usertgen
and technologies, which enables organizations to IM has also been examined in [7, 17, 18].

facilitate and control user access to critical wali
applications and resources while protecting
confidential personal and business information from
unauthorized users. In the case of mobile M,
location data may also include partial identitids o
the subject concerned.

One of the most essential aims of context-aware
application is to deliver contextual resources
efficiently and effectively [19]. In today’s realonid,
context-awareness is a key factor to the success of
any ubiquitous application, which should enable
conceptual data’'s to be understood and

Consequently, it can be seen that the issue of communicated along with other entities in the gyste

user privacy profiles is of crucial importance.
Moreover, IM has only a chance to succeed if it is
clear from the beginning that the user remains in
control of the IM system. Interoperability of syste

as such will not be accepted by users unless lityis,
default, controlled by the users themselves.

Verkasalo proposed and developed a specialized
algorithm that can be used in conjunction withdian
held devices to acquire contextual information and
classify them into home, office and on the move
categories [20]. However, it is worth pointing out
that by storing the information centrally, the pieoh

This feature makes MANets much more exposed of a single point of failure has not been addressed

and susceptible to security attacks. Digital idgnti
management becomes the heart of
contemporary strategic innovations, ranging from
crime, internal and external security, business

and hence the network can be affected by

many compromising one of the nodes that stores the data.

2.3 Context-Awareness in MANets

models etc. Thus there is a pressing need for cost-Context is defined as “any information that can be

effective IM solutions in such environments. Hence,
we can see that mobile IM is still in its infancy,
where location information and users’ personal
preferences for the configuration of mobile devices

used to characterize the situation of entities, (e

person, place or object) that are considered rateva
to the interaction between a user and an applitatio
including the user and the application themselves”

and user interfaces present a complex research aredl?].

and significant challenge to the research community

2.2 User-Centricity in MANets

User-centricity issues have been addressefidpyet

al. in which theypropose an architecture based on a
service-oriented framework called Personal IM that

Context-awareness is also of crucial importance
in IM because users within MANet environments
would be able to access and view services or
available participants based on contextual
information. For example, a user who is withinty ci
centre and looking for friends to socialize wittmca

allows users to be in control of the management of make his social identities available within a MANet

their identities. User-centricity within the domadi

and search for friends within such an environment.

Internet users is also addressed in fixed network Hence, services and security settings can be ¢dlilor

settings. The requirements of MANets have not been based on the contextual

addressed byEap et al. Camenisch et ahave
pointed out that user centricity is a significant

information provided.
Context-aware services are often viewed as a
generalization of location-aware service,



subsequently many  context-aware  systems of a data centric nature and suitable for use ergn
necessarily inherit the data management problems constrained network€amenisch et ahave pointed
associated with any location-aware subsystems [21]. out that user centricity is a significant concept i
Context-awareness within the field of pervasive federated IM as it provides stronger user contnal a
computing allows systems to adapt their operation privacy [10]; they consider user-centricity abstiyac
based on the current contextual information without and establish a compressive taxonomy encompassing
explicit user intervention and thus has the cafigbil  user-control, architecture and usability aspects of
of increasing usability and effectiveness by taking user-centricity. Some versions of centralized trust
contextual information into account. Putting thisoi based security systems, which deal with the sgecifi
the context of MANets, such networks might react needs and challenges of MANets by combining
specifically to the current location, time and othe decentralized security management and context-
contextual attributes as well as adapting behavior aware computing capable of establishing an
according to the changing circumstances as contextappropriate trust level for various situations, éav
data may change rapidly. With regard to user- been proposed bWoloney et al[26]. Hadjiantonis
centricity and privacy, contextual information can et al.[27] have also proposed a hybrid approach by
play a crucial role in terms of allowing the policy employing a hierarchical and distributed
maker to set privacy rules which depend on dynamic organizational model for MANet management that
context data. For example, a policy can be setevher has considered some aspects of context awareness
access to specific information is either granted or and the capability of effectively managing a MANet.
restricted based on the location of the requestsey The issue of quality of context in pervasive cottex
or device. Hence, context-awareness is one of theaware systems for dealing with the complexity of
key elements for developing adaptive applications i context-specific operations such as acquisition,
ubiquitous environments and MANets in particular. aggregation, reasoning and distribution has been
Some of the research questions that need to beaddressed bySheikh et al.[28], through the
addressed in terms of context-awareness includedefinition of five quality-of-context indicators fo
amongst others, the following. context-aware middleware. User-centric IM has also
What information should be sufficiently to been examined in [7, 17, 18]. Recent publications
describe a mobile user’s identity so as to have also looked at the issue of context awareness
present the current mobile situation and within the domain of publish-subscribe in mobile ad
context (e.g. location, personal information, hoc networks. Hence, the publish-subscribe
general preferences set by users, temporal paradigm has been extended with the ability to
constrains etc.)? manage and exploit context information by using
How should the data used to present a formal model based context-aware publish-subscribe
mobile user's identity be collected; i.e. implementations for MANets [29].
which parties (e.g. network operators, law Verkasaloproposed an algorithm for hand-held
enforcement agencies, and profile providers, devices to acquire contextual information and
and/or service providers) should be classified into home, office and on-the-move
involved in addition to the mobile user? categories [20]. The algorithm classifies contaktu
What technical standards need be imposed data based on the usage of the devices involved.
so as to obtain access to these different However, users can use their mobile devices for
components of mobile identities? business purposes even when they are at home or on
Would it be necessary to introduce group the move. We would like to propose a solution of
identities such as work, friends, private etc. Profiling users and allowing the users to spediirt

for easy privacy and policy management? own commitments at any point in time at home, on
What policies should be used in terms of the move or in their respective offices while using

negotiation of exchange of information of the_ir devices for different purposes rather thast jL_J

mobile identities? taking the environment to decide what they are gloin
A number of publications addressing context- Chen et alproposed a paper-based leaning support
awareness issues for the traditional Internet direa €NVironment where mobile phones, traditional
exist and have been examined and tested within the!®Xtbooks and web-based forums are integrated to

research community. Examples include among Promote students’ acquisition of knowledge.
others the work ofDingldine et al. [22] on Students receive contextual messages from an online

anonymous communication. Some of the basic learning community based on their learning statuses

principles of cultivating identities on the web athe 1

importance of personal identities to oneself asl wel

as others in order for them to recognize one’s 3 REQUIREMENTS

contributions have also been examined [23]. Some ) ) ) )
location-centric isolation of misbehaving nodes in !N this section, an analysis of the requirements fo

sensors networks has been proposed [24, 25]. Fhis i OUr proposed framework is presented. The analysis



will

be undertaken from three perspectives:

anonymous communication, identity management,
and usability requirements. The requirement anglysi
is expected to cater for the needs of end usershend
key functionalities of the framework such as
operation, mobility, security and personalization.
The requirements can help answer two questions:

What partial identities should be used in
certain situations?

Shall requested data be delivered in a
specific situation to a particular requester,
and what data be communicated if the
delivery is permitted?

3.1 Requirements for Anonymous Communication

Anonymous communication is needed as a tool to
protect a user’s privacy against one or more giving
adversaries [4]. It is worth pointing out that most
the current anonymous communication mechanisms
in use today are developed mainly for wired
networks, whereby ad-hoc networks have other
questions or issues to be answered differentlys Thi
includes the following:

Can the existing mechanisms provide
enough protection for ad-hoc users, meet the
low energy requirements of devices
involved, and offer good performance?

Are the mechanisms dynamic enough to
meet the required mobility of MANets?

Can anonymity be possible for both large
and small ad-hoc networks?

Is it possible to provide total anonymity for
ah-hoc networks without the use of a fixed
infrastructure?

Hence, the following requirements for an anonymous
communication mechanism might enable us to
address the above issues in a more constructive
manner:

Scalability: Enables the mechanism to be
dynamic enough to operate on different
network topologies

Security and reliability: Provide security
against well-known protocol attacks, while
maintaining the quality of communication
Performance: Takes into account the issues
of mobile devices’ limited resources such as
low battery and processing capabilities
Robustness to topology changes: Addresses
the nature of dynamic topological changes
in MANets to ensure the sustainability of
security and performance

Impendence of a fixed infrastructure: Makes
the mechanism independent of any fixed
infrastructure such as the Internet PKI
Privacy and trust, Ensures the authenticity,
confidentiality and  unlinkability  of
information transmitted.

3.2 Requirements for Identity Management

Managing identity information plays a very curial
role within our proposed framework. The following
set of requirements is essential for guaranteesegsu
that their identities are well protected:

Functionality: This includes handling and
representing identities; having pseudonyms
with specific properties and ability to
recover real identities; enabling history
management (i.e. storing and analysing
communicated data or data flow); helping to
identify which partial identity is used for
what transactional context, when, where and
how; allowing users to have control on their
identities by choosing their required profile
settings and preferences; and managing
multiple identities of a user.

Interoperability: One major characteristic of
MANets is the variety of devices, e.g.
PDAs, smart phones and laptops, which
need to communicate with each others or
that can be found within such a networking
environment. Hence, the proposed
framework should be able to handle and
communicate with any of these devices
effectively with little effort required from
their users. The success of an IM system
very much depends upon such ability to
interoperate across a network of businesses,
partners, and services regardless of the
platforms, programming languages, or
applications with which they are interacting.
User-centric: It means the system should
only reveal identity information about a user
with his/her consent. Security is a main
concern of this system. It should protect the
user against deception, verify the identities
of any parties who ask for the user
information to ensure that it goes to the
right place. In the user-centric approach, the
user will decide and control the extent of
his/her identity information to be
transmitted. The system should disclose the
least information needed for the user to gain
requested services. By following these
practices, the least possible damage can be
ensured in the event of a breach. These are
some of the requirements employed to



design a user-centric identity management he joins a MANet using his new mobile phone. He is

system in The Laws of Identity [31]. able to find a friend close by who sets his proéite
available for social activities. Ababa uses the
3.3 Other Requirements contextual information around the environment to

locate his friend’s whereabouts, find suitable abci
User to be able to adaptively control activities around the area, and invite his friemds

information usage and disclosure come over or play an onIine.game while still being
Lightweight to be usable in energy and apart from each other. In tr_ns case, both users can
memory limited resource devices make use of the contextual mfor_matl(_)n,_whlle_ being
Customisable in response to available able to control the level of thel_r |dent|t_y infortien
contextual information released to the ad-hoc networking environment.
Location  authentication -  location We now propose our framework for User-

centered and Context-aware Identity Management

authentication is of paramount importance (UCIM) in MANets, which is depicted in Fig 1.

with regard to security. Note that a device

used in the network can be identified as

being used at certain location, but this does |8 _§ T
not imply that the device owner is using it, :a‘; g Context | | Context | | Context
unless the owner authenticates him/herself |5 & Provider Server Requestor
as the user. -

Location determination: This helps to

identify users at certain locations, and to =

allow them to set the profiles that fit their | _ &

commitments and possibly the environment. |€ s —

. . . . 9= Personal Contextual Policies
Security and privacy: To enhance security, £ > Information Data and Rules
users should be able to choose end-to-end (*- &
data encryption. Unauthorised users should | =

not be allowed to access, view, or modify

identity information. With the growing v

awareness of privacy and the wish to protect

it, users would be looking for more control

over their privacy, in particular, what

information is known about them and by

whom. With an effective IM system, a user

should be able to exert some control as to

how much identity data they want to release Figure 1: UCIM Framework

(which may consist of approval for sending The framework consists of three main

some particular identity attributes) as well modules/components that perform different roles

as being able to retrieve data concerning the within the framework.

location of their identity data and who is

able to currently access it. Users should also 4.1 Contextual Information

be able to stay anonymous while accessing

some network services such as the network The Context Provider: As the name indicates, it is

time protocol (NTP). responsible for acquiring contextual information
from various contextual sensors or providers. We
will represent contextual information gs It is also

Profile
Zone

Privacy

Profile Info Manager

Privacy
Manager

4 CONCEPT AND FRAMEWORK responsible for processing contextual information
into meaningful information that will be easily
A system scenario understood by non-technical users for its

Before going into the details of the proposed presentation within the user interface. Some of the
framework, it is worth making use of a scenario to contextual information that we have proposed to use
illustrate potential privacy problems in the mobile include times, locations via the use of GPS signals
ad-hoc domain that requires the use of contextual while outdoors and Ultra-wide band (UWB) for
information to solve or minimize such problems. indoors, and user profiles denoted by the symhol P
Here, we will introduce an entity called “Ababa”. A user can set relevant information to presenhkis/
Ababa is out to get something to do during the current commitments and availability, e.g. at home
weekend, so he tries to find some friends or people or in the office, for social and other interactipns
with a similar interest around the area while & th which is referred to as the context relation. Twit
same time he wants to be able to control the be based on preset rules.
information to be revealed to them. To achieve, this The Context Server: after the contextual



information has been acquired and processed. The
information can be sent via the use of the pull
approach to the context server. The main role ef th
context server is to store the information of tiseru
and respond to the query of other users about the
contextual information of the user/devices. It lsoa
used to query other devices and store relevant
information of the current devices for its own usag

The Context Requestor module is responsible for
invoking queries to both the Context Provider and
the Context Server. It invokes queries to the Cdnte
Provider via the use of the push method, which is
more of a real time response to the query onlyiwith
the device itself. While the query via the Context
Server is in the form of getting information about
other devices within the MANet environment, the
pull method is used.

One of the issues that need to be addressed in the

contextual information is location authentication.
Although a user’s location might show that his/her
GPS location is in one place but he/she might be
doing other things that are not related to theemirr
location, e.g., the user's GPS location shows that
he/she is at home, but the user is busy with work
related tasks, so the user sets his/her profitdfae.

For the location authentication, we assume that a
user can use his/her device for various purposes ev
in a giving location. The location information dfet
user can’'t be modified by him/herself, but the user
can specify its status (e.g. social, office, or kydp
control the information that needs to be displayed.
Hence, the location authentication makes no
guarantee about the user in control of the device o
the actual status of the user at this point in time
However, such guarantees are provided by the
identity of both the device and the profile setdp o
the user.

UE- as the user environment or context provider
UE® I,,1,1,,.1
Wherel; =P;, activity, location (GPS), time etc

WhereP; — status, activity, policies, information of
other devices and users

Contextlnfo ={namevalue}

ContextAttributes
-Name : char

-Type: char
-KeyFiled

ContextRelation

-Name : char

Contextinformation

-Name : char

—

Figure 2: Contextual Relation

Fig. 2 represents the UML contextual
relationship model in which the following
assumptions are made:

Context  information: consists  of

information like locations, user profiles,
activities/statuses, etc

Context Relation: describes the

relationship between context information
and context attributes including home,
office, social, etc

Context Attributes: list relevant

information that needs to be stored to
identify or represent contextual data.

4.2 Personal identity Manager

The Personal Identity Manager consists of a set of
user’s personal information, proposed information
from the contextual information layers and thedfet
policies and rules required for the applicatiorack
user is playing numerous roles in life to live. To
organize the user identities in a more structuragl, w
all user identities can be broadly categorized into
three types based on the user’s roles/activitiggah

life [5]. These are personal identity (PID), corgter
identity (CID), and social identity (SID). PIDs chge
used to identify a user in their very personal and
commercial service interactions. CIDs and SIDs can
be used in professional and social interpersonal
interactions respectively. Additionally, the user’s
interests, preferences or tastes can be part tifehis
identities, which may be dealt with by the user’'s
SIDs. Some of these identities are very sensitive i
nature, and therefore stricter authentication
requirements have to be met.

The Personal Information module contains a
database of user details stored as an XML filesThi
structure is preferred to a normal conventional
database because we are dealing with devices with
limited resources.

The Contextual Data contains the processed data
from the Contextual Information layer, where all
relevant contextual information is processed and
ready for usage by devices in a way that is
understandable for users.

The Policy and Rules module deals with relevant
security issues to protect users’ information from
unauthorized access or disclosure. A user will be
able to tick some boxes within a graphical user
interface for the specification of the policies and



rules. Such rules will also be depending on the
contextual information which must be evaluated if
personal data is requested. The rules can furisar d
with issues of access control and data abstraction.

4.3 Privacy Manager

The Privacy Manager module consists of the profile
info, privacy manager decision module and the
profile zoning.

The profile info consists of attributes that users
have selected to present their current profiles, .
a user is at work, his/her profile attributes might
comprise his/her office room number, extension
number, calendar commitments, etc, as shown
below:

Profileinfo = {officeDetails, commitments,
Fig 3 shows our early version of the
implementation of the Privacy Manager module.

availability}

The privacy manager decision module makes use of
the profile information and contextual data to
determine to whom a user’s personal information can
be released or made available within the given
environment. This will classify the user’'s personal
information into two groups: allowed or not allowed
for access by other users within the environment.
This information is then passed on to the profiee
module.

The interaction between devices within MANet
environments requires users to be able to selett pa
of their identities (partial identities) that netw be
visible to other users based on the contextual
information. The identity information is defined as
set of attributes illustrated below:

framework, programmed in C# and implemented
within  the Microsoft Visual Studio 2005

Where users are allowed to use an interface to setenvironment. It is simulated based on our in-house

AccessControlRule (ACR)
contextualconstraints}

{role, object,

DataAbstractionRule (DAR) = f {result(ACR),
object, contextualconstraints}

Contextualconstraints=f {contextinfo, operation,
referenceValue}

result(ACR) {allowed, not allowed}

4

N

/Iset of profile types

profileType = {Office, Social,
Home, HealthCare}
ActionType =

{triggerCommunication,
makeAppointment, bookTable}
/lrelevant profile details
pIDProfile(office)={ Skills,
commitments,officeNumber, room.
calender }
pIDProfile(Home)={address,
availability,phoneNumber }
pIDProfile(Social)={hobbies,
birthday, phoneNumber}
pIDProfile(HealthCare)={insuran
ce, bloodGroup, medications,

history }
S J

which attributes should be used to represent partia
identities for Bank ID, Social ID, Insurance ID,
Office ID and Home ID respectively. The
implementation is based on the .Net Compact

simulators  for  simulating some  security
vulnerabilities within a setting of system-of-syste

scenarios.
&

If (profileType== office
(actionType==
triggercommunication|actionType
makeAppointment))

{

plD==office

} else

If f(profileType==home)

{

pID=Home

} else

if(profileType==Social & (actionType
triggercommunication|actionType
== bookTable))

{

plD= Social

} else

If (profileType==healthCare)

pID =healthcare

\}




5.
6.
7.
8.
9.
Figure 3: UCIM Interface 10.
In Fig 4, the user has access to different menu
options based on the context of a giving partial
identity that the user requires.
12.
13.
14,
15.
5 Conclusion and Future Work 16
We have demonstrated security threats to identity
information in MANets environments, specified a set
of requirements for identity management, and 17
proposed a framework for identity management in =~
MANets with a balanced consideration of the
specified requirements. We are currently designing 18

the protocols for the Contextual Information and
Personal Identity Manager modules, and also
implementing the Privacy Manager module. Our

future work will be focused on completing the desig 19

and implementation of the framework, and
evaluating the efficacy of the framework
implementation based on case studies. 20.
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