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ABSTRACT
In today’s scenario, all the companies are storing their data electronically, due to
reducing cost of Media, Servers etc. So now a big problem arises to organize
unstructured data properly. Mainly source of unstructured data are documents,
spreadsheets and Emails. Most of the information companies generate—maore than
70 percent, according to experts—won’t fit into the cells of a traditional relational
database. So the problem is how to handle unstructured data.This paper raises the
issues related to Information Lifecycle Management (ILM) and gives the powerful
approach to manage such type of data. This paper includes issues surrounding

Information Lifecycle Management (ILM) and

Information Retrieval through agents.

resolves the problem of
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1.0 INTRODUCTION

Corporate information stored on file servers and network
attached storage (NAS) devices is in danger of compromise
because IT governance policies and access rules in many
companies are incapable of dealing with a massive growth
of unstructured data.

A Ponemon survey of 870 IT professionals found that only
23% believe unstructured data stored by their companies is
properly secured and protected.

A wide majority - 84% -- of respondents said that too many
workers at their companies can access critical corporate
unstructured data. About 76% said their companies have no
process in place to control which employees can access
specific unstructured data. Such unchecked access could
expose internal security gaps and increase the potential for
misuse of data, the study notes [5][14].

Larry Ponemon, chairman of the Traverse City, Mich.-based
research firm, noted that IT managers say that it's difficult to
find automated access control processes that can determine
the importance of information the moment it's created.
About 61% of respondents said they cannot keep track of
which user’s access specific unstructured data, and 91% said
their organizations lack the ability to determine data
ownership because of faulty governance policies and a lack
of available storage tools that can remedy the problem.
While IT managers continue to spend significant sums of
money on storage technology to hold rapidly increasing
amounts of structured data, many admit that the complexity
of unstructured data still makes it difficult to secure it.
"What we find is not that they won't spend money on it, but
they really don't know how to resolve the issue because of
the complexity; it's a knowledge issue,” The respondents
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said that without adequate controls for unstructured
data, the top potential problems are insider negligence
and deliberate misuse or theft of information from
within an organization.
Unstructured data is defined as electronic information
residing on file servers and NAS devices that is not
stored in a database or in a document/content
management system. He said it can include: e-mail,
instant messages, Microsoft Word documents;
PowerPoint files; electronic spreadsheets; and source
code.
2.0 ILM
ILM is used to manage data from the beginning of its
creation to end. ILM is comprised of the policies,
processes, practices, and tools used to align the business
value of information with the most appropriate and
cost-effective. Since many organizations have no
formal Records Management Policies that have been
transferred to electronic content this may mean that
final disposition is never reached. Other organizations
have even worse Electronic Records Management
Policies that are based on questionable analysis of
existing rules and regulations, and call for the
destruction of possibly valuable data by fiat directive.
E.g. All e-mails older than 90 days will be deleted from
company systems.
ILM uses a number of technologies and business
methodologies, including the following:

»  Assessment

» Socialization

» Classification
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» Automation

> Review
In the assessment phase of ILM, storage administrators can
take advantage of storage resource management (SRM)
technologies. SRM solutions help IT administrators figure
out what data resides on the storage assets in their
environment.
Most SRM tools can generate reports for IT that outline data
usage patterns. Once the IT department understands what
data it has and where this data lives, it can begin the next
steps of the ILM process: generating reports from the SRM
tools, presenting them to the company's department heads
and explaining the breakdown of storage asset utilization
and the costs involved. This process is known as the
socialization phase of ILM [14] [15].
Once IT meets with the department heads, and the groups
collaborate to understand data usage patterns, department
heads must determine how this data is used and how critical
it is to the business at any given point in time. The ability to
prioritize data based on business requirements (that is,
mission-critical, business-sensitive and departmental) will
allow IT to determine where data should live through its
lifecycle and assist in creating policies to migrate data to the
proper storage "class" over time.
IT must work with department heads to set up a
classification schema for the company. Data can be
classified in the following ways:
Data type
Data "Organization™
Data age
Data "Value"

IT will use all data collected at this point to establish
policies to automate the data's migration through the
environment, with a minimum amount of hands-on data
management.

SRM solutions should be employed throughout the ILM
process, not merely for an initial assessment. SRM
technology can monitor the storage environment constantly,
revealing where excess capacity, duplicate files,
"unnecessary files" or aged files exist. This information is
very important in the ILM process, for it is essential in
understanding which data should be migrated, archived or
purged [5].

2.1 AUTOMATION PROCESS

There are various elements of most ILM systems.

Tiered Infrastructure

Data Management Layer

Application Specific Interfaces

Tiered infrastructure is essentially the same as HSM
(Hierarchical Storage Management) without using Data
Management Layer. The idea behind this is to use different
storage solution, moving from expensive Tier | to Tier IV.
Tier I: fast access, high-performance primary disk.

Tier II: low-cost disk such as SATA [serial advanced
technology architecture] disk.
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Tier Il tape technology where data must be retained
but is unlikely to be referenced again.
Tier IV: offline tape in a secure facility, possibly
offsite, which can be manually reintroduced into a tape
library in the very unlikely event that it needs to be
recalled,”.
The emergence of SATA disks has done much to boost
ILM efforts, he says. SATA arrays can store data at a
fraction of the cost of high-performance disk. When
shifting point-in-time copies of data, for example,
SATA is often the obvious choice.
That is not to say, however, that tape technology is
becoming redundant. "Despite advances in disk, there
are still huge advantages to tape technology. Tape
technology that can hold around 1.5 terabytes on an
[pounds sterling] 80 tape. The costs involved in storing
large volumes of data that will probably not be accessed
again on tape are now staggeringly low, and disk - even
low-cost disk -- still cannot match them."
Example: One customer is used ILM to balance
availability and cost by automating payroll data
management and migration. Payroll processing is a
mission-critical application, so it made sense to store
the data on high-performance disk during the
processing cycle and replicate it every two hours.
Once the pay cycle is complete, the automated
management system now moves payroll data to mid-
range SATA disk arrays. At this stage, users can access
payroll data from the company's web site for a period of
three months.
After three months, the data is written to a tape library,
which is on the same campus as the data archive. For
disaster recovery protection, the data is replicated to a
remote location, where it is stored on a back-up tape
library.
ILM is an ongoing process - data storage administrators
will need to continually maintain a balance between
data performance needs and storage options. "The
struggle is to get the client to realise that getting benefit
out of ILM is only 20% about technology and 80%
about business processes. It's that kind of housework
that drives the biggest savings," he says.
The Data Management Layers are the tools responsible
for performing the "aging" process. Rudimentary
retention policies can be applied to the data as it passes
through the tier storage layers.
Application Specific Interface: Most systems do not
provide direct interfaces into Specific Applications
Interfaces, without having some sort of helper
application. They may have an Application
Programming Interface (API) for addressing their
specific methods of applying retention policies.
2.2 FUNCTIONALITY OF ILM
There are five phases identified as part of ILM.

» Creation and Receipt

» Distribution
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Use

Maintenance

Disposition

Exception

Creation and Receipt: deals with records from their point of
origination. This could include their creation by a member
of an organization at varying levels or receipt of information
from an external source. It includes correspondence, forms,
reports, drawings, computer input/output, or other sources.
Distribution is the process of managing the information
once it has been created or received. This includes both
internal and external distribution, as information that leaves
an organization becomes a record of a transaction with
others.

Use takes place after information is distributed internally,
and can generate business decisions, document further
actions, or serve other purposes.

Maintenance is the management of information. This can
include processes such as filing, retrieval and transfers.
While the connotation of ‘filing' presumes the placing of
information in a prescribed container and leaving it there,
there is much more involved. Filing is actually the process
of arranging information in a predetermined sequence and
creating a system to manage it for its useful existence within
an organization. Failure to establish a sound method for
filing information makes its retrieval and use nearly
impossible. Transferring information refers to the process of
responding to requests, retrieval from files and providing
access to users authorized by the organization to have access
to the information. While removed from the files, the
information is tracked by the use of various processes to
ensure it is returned and/or available to others who may
need access to it.

Disposition is the practice of handling information that is
less frequently accessed or has met its assigned retention
periods. Less frequently accessed records may be
considered for relocation to an 'inactive records facility'
until they have met their assigned retention period.
Retention periods are based on the creation of an
organization-specific retention schedule, based on research
of the regulatory, statutory and legal requirements for
management of information for the industry in which the
organization operates. Additional items to consider when
establishing a retention period are any business needs that
may exceed those requirements and consideration of the
potential historic, intrinsic or enduring value of the
information. If the information has met all of these needs
and is no longer considered to be valuable, it should be
disposed of by means appropriate for the content. This may
include ensuring that others cannot obtain access to outdated
or obsolete information as well as measures for protection
privacy and confidentiality.

Long-term records are those that are identified to have a
continuing value to an organization. Based on the period
assigned in the retention schedule, these may be held for
periods of 25 years or longer, or may even be assigned a

YV VY
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retention period of "indefinite" or "permanent”. The
term "permanent” is used much less frequently outside
of the Federal Government, as it is impossible to
establish a requirement for such a retention period.
There is a need to ensure records of a continuing value
are managed using methods that ensure they remain
persistently accessible for length of the time they are
retained. While this is relatively easy to accomplishing
with paper or microfilm based records by providing
appropriate environmental conditions and adequate
protection from potential hazards, it is less simple for
electronic format records. There are unique concerns
related to ensuring the format they are
generated/captured in remains viable and the media
they are stored on remains accessible. Media is subject
to both degradation and obsolescence over its lifespan,
and therefore, policies and procedures must be
established for the periodic conversion and migration of
information stored electronically to ensure it remains
accessible for its required retention periods.

Exceptions occur with non-recurring issues outside the
normal day to day operations. One example of this is a
legal hold, litigation hold or legal freeze is requested by
an attorney. What follows is that the records manager
will place a legal hold inside the records management
application which will stop the files from being in
queued for disposition.

3.0 AN AGENT APPROACH TO MANAGE
UNSTRUCTURED DATA

Three Agents can be formed to manage unstructured
data.

3.1.1.  Extraction Agent

3.1.2. Categorization Agent

3.1.3.  Retrieval Agent Extraction

Extraction Agent: This agent is used for examining the
semantics of document. This agent extract document
before categorizing them.

Categorization Agent: This agent is responsible to
categorize document & consider the way in which
document is subdivided.

Retrieval Agent: This agent is responsible for retrieving
information from the collection of documents
efficiently and effectively. Before applying information
retrieval technique the document should be categorized

To determine whether or a document is pertinent to a
particular retrievel process for retrieval agent. In
Artificial Intelligence ontologies are developed by
humans as models. Ontology serves as a representation
vocabulary that provides a set of terms with which to
describe the facts in some domain. Concepts
represented by an ontology can usually be clearly
depicted through natural language because the ontology
and natural language function similiarly.. Depending on
the construction of the ontology, the meaning of each
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world could remain the same as in natural language.In a
computer system; context may be represented and
constrained by ontology. In other words ontology provides a
context for the vocabulary it contains [1][2].

Categorization agent is responsible to categorize data
because manually categorize information is highly
inefficient and often impractical.

Once awareness of the issue is raised, the next step is to
identify the unstructured data in the organization. In
content-management  systems, such as those from
Interwoven, Web pages are typically considered
unstructured data even though essentially all Web pages are
defined by the HTML markup language, which has a rich
structure. This is because Web pages also contain links and
references to external, often unstructured content such as
images, XML files, animations and databases (see Figure 1).

Flash
Animation

Data Base
Content

Web Page (consisting Images &
Graphics, DataBase, XML
document, Flash Animation)

Images and
Graphics

Figurel: Web Page Extraction

Unstructured data is also prevalent in customer relationship
management (CRM) systems, specifically when customer-
service representatives and call-center staff create notes.
However, once again the verbatim text in call-center and
customer-service notes is embedded within a form that is
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both highly structured and easily represented in a
database format. In sum, unstructured data nearly
always occurs within documents. Even though many
documents follow a defined format, they may also
contain unstructured parts. This is another reason why
it's more accurate to talk about the problem of semi-
structured documents. A basic requirement for semi-
structured documents is that they be searchable. Prior to
the emergence of the Web, full-text and other text-
search techniques were widely implemented within
library, document- management and database
management systems. However, with the growth of the
Internet, the Web browser quickly became the standard
tool for information searching. Indeed, office workers
now spend an average of 9.5 hours each week
searching, gathering and analyzing information,
according to market-research firm Outsell Inc.; and
nearly 60 percent of that time, or 5.5 hours a week, is
spent on the Internet, at an average cost of $13,182 per
worker per year.

Is all this searching efficient? Not really. Current Web
search engines operate similarly to traditional
information-retrieval systems: They create indexes of
keywords within documents and then return a ranked
list of documents in response to a user query. Several
studies have shown that the average length of search
terms used on the public Web is only 1.5 to 2.5 words
and that the average search contains efficient Boolean
operators (such as and, or and not) fewer than 10
percent of the time. With such short queries and so little
use of advanced search techniques, the results are
predictably poor. In fact, a performance assessment of
the top five Web search engines, conducted by the U.S.
National Institute of Standards and Technology,
showed that when 2.5 search words are used, only 23 to
30 percent of the first 20 documents returned are
actually relevant to the query.

In recognition of the weakness of basic, keyword
search, the search-engine vendors have continued to
improve their technology. For example, Verity has
added techniques such as stemming and spelling
correction to its K2 arsenal, while newcomer phrase
employs natural language processing.

Information Retrieval through Agents: Due to the
popularity of www, has created bulk of unstructured
data in the form of documents, spreadsheets, Emails
and PDF. So a great issue is to extract information from
online documents. There is a information retrieval agent
(IR agent) and information extraction agent (IE agent)
for same [4] [6].
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Fig 2: An Agent Overview for Information Extraction

Agents are intelligent because they can adapt their behavior
according to the user’s instructions and the feedback they
get from their environments. In other words, they are
learning agents the user, an intelligent agent that use neural

networks to store

odify their knowledge [8][9][11].
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Figure 3: The interaction between a user, an

intelligent agent, and Environment agent’s
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Figure 3 illustrates the interaction between the user, an
intelligent agent, and the agent’s environment. The user
observes the agent’s behavior , and provides helpful
instructions to the agent. We refer to users instructions
as advice, si nce this name emphasizes that the agent
does not blindly follow the user-provided instructions,
but instead refines the advice based on its experiences.
The user inputs his/her advice into a user-friendly
advice interface. The given advice is then processed
and mapped into the agent’s knowledge base (i.e.,i ts
two neural networks),where it gets refined based on the
agent’s experiences. Hence, the agent is able to
represent the user model in its neural networks, which
is used for effective learning

4.0 CONCLUSION

The Information Lifecycle Management is the complete
automation of the entire unstructured data management
process.

The ideal system will monitor the network,
automatically enforcing policies on file naming and
storage availability based on how valuable the content
is. Intelligent analysis tools will suggest which files
should be imported into structured data system, and
which should be downgraded to low cost storage or
deleted.

This article presented concept of linking unstructured
information. Solution is presented by using agent
oriented approach with emphasis on cooperation with
business user while searching for information and
exploiting navigational support [12][13].

We envision future research to focus in the area of
integrating user’s context when retrieving information
from unstructured documents. The semantic web is one
possible approach, in which pages can be given well
defined meaning. Software agents can also assist web
users by using this information to search , filter and
prepare information in new ways. This approach allows
better integration between machine and people and
assists the evolution of human knowledge. In addition,
future technologies must have the capability to
automatically extract the meaning of unstructured
documents with reference to the context of the users
with minimal human intervention.
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