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ABSTRACT 
Inter-Vehicle Communication (IVC) is attracting a considerable attention from the 
research community and the automotive industry, where it is beneficial in 
providing Intelligent Transportation System (ITS) as well as drivers and 
passengers’ assistant services. In this context, vehicular networks are emerging as 
a new class of wireless networks, spontaneously formed between moving vehicles 
equipped with wireless interfaces that could be of homogeneous or heterogeneous 
technologies. The recent advances in wireless technologies and the current trends 
in ad hoc networks scenarios allow a number of possible architectures for 
vehicular networks deployment. In this paper, we give a deployment view for 
vehicular networks illustrating its potential services. We present the possible 
deployment architectures of these networks and some promising wireless 
technologies, and we discuss some technical challenges for the deployment of 
these networks with a main focus on the security problem.  
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1 INTRODUCTION AND BACKGROUND 
 
 Currently, Inter-Vehicle Communication 
Systems (IVCS) are widely discussed, attracting a 
considerable attention from the research community 
as well as the automotive industry [1]. In this context, 
vehicular networks are emerging as a new class of 
wireless networks enabling mobile users in their 
vehicles to communicate to the roadside and to each 
other. Vehicular networks are also promising in 
being a concrete application for ad hoc networks. 
These networks have special behavior and 
characteristics, distinguishing them from other types 
of networks: the nodes' (vehicles') mobility is high 
and may reach up to 200Km/h, the topology is 
dynamic but constrained by roads' topology, these 
networks may scale to a very large number of nodes 
(vehicles) according to the traffic condition and are 
expected to have a potentially heterogeneous 
administration. In this context, we consider that 
vehicular communication, opposing the wireless 
mobile communication, does not suffer from 
resource limitations (energy, CPU, memory, etc.) as 
vehicles are not tiny nodes and are capable of 
providing unlimited resources. 
 

 There exist two potential classes of services for 
vehicular networks [2]: i) ITS (Intelligent 
Transportation System) services and ii) passengers 
oriented non-ITS services. ITS services was the 
target of the primary works on inter-vehicular 
communication [3, 4, 5], aiming to minimize 
accidents and improve traffic conditions through 
providing drivers and passengers with useful 
information (ex. road conditions alarms, congestions 
alarms, fire alarms, and accident-ahead warnings, 
speed limit reminder, messages' exchange to avoid 
collision at intersection and messages' exchange to 
optimize traffic flows and to avoid crash situations). 
On the other hand, passengers oriented non-ITS 
services aim at providing commercial and leisure 
services and have been the target of some recent 
research contributions in this domain [6]. Such 
services mainly concern providing passengers and 
drivers with Internet connections facility exploiting 
an available infrastructure in an “on-demand” 
fashion. Other examples of useful services are: 
electronic tolling system, multimedia services 
(games on networks, VoIP and streaming), email 
access, and file sharing.  
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 Vehicular networks’ special behavior and 
characteristics together with the different types of 
potential services in these networks create some 
technical challenges that can impact the future 
deployment of these networks. In general, scalability 
and interoperability represent two important 
challenges. The employed protocols and mechanisms 
should be scalable to a numerous number of vehicles, 
and interoperable with different wireless 
technologies. In spite of the dynamic topology and 
the high mobility, reliable messages' exchange 
should be satisfied. Consequently, messages’ 
dissemination should be efficient and should adapt to 
the vehicular communication characteristics as well 
as the type of services. This should allow low 
communication latency between communicating 
vehicles in order to guarantee: i) service’s reliability, 
taking into consideration the time-sensitivity, for ITS 
services, and ii) the quality and continuity of service 
for passenger-oriented non-ITS services. We notice 
that messages’ dissemination should vary according 
to the type of provided services, where diffusion 
(broadcast) seems useful in ITS services including 
safety-related messages’ transfer. As well, different 
transmission priorities could exist according to the 
services type. Security is an important technical 
challenge, having an impact on the deployment of 
vehicular networks. In this context, trust among the 
communicating parties (whether vehicles or 
infrastructure elements) should be guaranteed, only 
authorized users should be able to participate in the 
vehicular communication and to access the offered 
services, and secure data transfer should be achieved. 
We notice that the requirements vary according to 
the type of services. 
 
 This paper discusses from a deployment 
perspective some important issues for vehicular 
networks deployment. Section 2 presents some 
possible deployment architectures and discusses 
some promising wireless technologies. Vehicular 
networks security is discussed in Section 3, 
illustrating the possible attacks in such environment, 
the different security requirements and the problem 
of authentication, authorization and access control. 
Section 4 gives an overview of two security 
contributions in urban and city vehicular 
environments. Finally, we conclude the paper in 
Section 5.  
 

   
2 ARCHITECTURES AND WIRELESS 

TECHNOLOGIES 
 
 Vehicular networks can be provided by network 
operators, service providers or through integration 
between operators, providers and a governmental 
authority. This could take place in Urban, rural, and 
city environments. The recent advances in wireless 

technology as well as the new ad hoc scenarios 
defined within the IETF [7, 8], allow several possible 
vehicular networks architectures. Diverse wireless 
technologies are expected to take place in these 
networks comprising homogenous communication 
and heterogeneous communication. The former 
allows vehicular communication between similar 
wireless technologies; while in the latter 
communication between different wireless 
technologies can take place (e.g. Communication 
between 802.11 and UMTS).  
 
2.1 Possible Architectures 
 
 Generally, there are three alternatives in 
deploying vehicular networks, as follows: i) a pure 
wireless Vehicle-to-Vehicle ad hoc network (V2V) 
allowing standalone vehicular communication with 
no infrastructure support, ii) a permanent Vehicle-to-
Road (V2R) architecture constituting of a wired 
backbone with wireless last hops and requiring 
permanent connectivity with the fixed infrastructure 
(e.g. classical WLAN scenarios), iii) and an 
intermittent Vehicle-to-Road (V2R) architecture that 
does not rely on a fixed infrastructure in a constant 
manner, but can exploit it for improved performance 
and service access when it is available (single and 
multi-hop communication could take place). Figure 1, 
illustrates these three alternatives. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 1: Different Deployment Architectures 
Views. 
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 In addition, the Car-to-Car Communication 
Consortium (C2C-CC) specified some architectural 
considerations for vehicular networks deployment 
[9], including: i) Road-Side Units (RSUs) existing 
along the road, and ii) vehicle equipment with an On 
Board Unit (OBU), and potentially multiple 
Application Units (AUs) executing a single or a set 
of applications while using the OBU communication 
capabilities.  Vehicles’ OBUs and RSUs can form ad 
hoc networks, where communication can be: i) V2V 
taking place directly between OBUs via multi-hop or 
single-hop without involving any RSU, or ii) 
Vehicle-to-Infrastructure (V2I), in which OBUs 
communicate with RSUs in order to connect to the 
infrastructure. This is illustrated in Figure 2. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 2: C2C-CC Architectures View. 
 
 
2.2 Wireless Technologies 
 
 IEEE 802.11p Wireless Access in the Vehicular 
Environment (WAVE) standard is being developed, 
enhancing 802.11in order to support ITS applications 
[10]. This includes data exchange between high-
speed vehicles and between the vehicles and the 
roadside infrastructure in the licensed ITS band of 
5.9 GHz (5.85-5.925 GHz). IEEE 802.11p will be 
used as the groundwork for DSRC (Dedicated Short 
Range Communications), which is specifically 
designed for automotive use and is meant to be a 
complement to cellular communications by 
providing very high data transfer rates. On the other 
hand, IEEE 802.16a introduces the mesh mode 
enabling multi-hop communication, for broad radio 
coverage, operating in the licensed and unlicensed 
lower frequencies of 2-11 GHz and covering up to 50 
km. However, 802.16a limitation concerns its target 
on the fixed broadband applications. IEEE 802.16e 
[11] is developed as an amendment to 802.16a to 
support subscriber stations moving at vehicular 
speeds. Its target is to conceive a system for 
combined fixed and mobile broadband wireless 
access, operating in the 2-6 GHz licensed bands.  

 
 From a standard adaptation view, Software 
Defined Radio (SDR) benefits from today's high 
processing power to develop multi-band, multi-
standard base stations and terminals [12]. In fact, 
SDR technology is promising to operator in terms of 
increasing network capacity and simplifying network 
reconfiguration at the same time. Network operators 
are expected to provide an umbrella coverage 
integrating several standards with a real-time trade-
off to offer the users the best possible service. 
 
 
3 SECURITY 

 
 Vehicular communication security is a major 
challenge, having a great impact on future 
deployment and applications of vehicular networks. 
Suitable security mechanisms should be in place 
providing authentication, access control, trust and 
secure communication between vehicles. In the 
context of vehicular communication security, one 
should separate between two terms: Safety and 
Security. Safety rather concerns peoples’ safety on 
roads including drivers and passengers; while 
security concerns the secure data transfer. 
Consequently, securing Inter-Vehicular 
Communication (IVC) should take into account both 
Safety and Security. Intelligent traffic can partially 
assure Safety through minimizing accidents’ 
possibility, warning people in case of dangers (as for 
example, when passing the speed limit or when 
approaching near foggy or snowy roads), and 
allowing collaborative driving. Nevertheless, the non 
secure data transfer has an impact on peoples’ safety 
even when intelligent traffic is in place. One can 
conclude that peoples’ safety and secure data transfer 
are two faces for the same coin, which is vehicular 
communication security. For providing vehicular 
communication security, robust and distributed 
security mechanisms should exist. These 
mechanisms should adapt to any vehicular 
environment and any type of application including 
whether ITS applications or other passengers 
oriented non-ITS applications.  
 
3.1 Attacks Against Vehicular Communication 
 
 In fact, vehicular networks special characteristics 
make them susceptible to a wide range of attacks. 
The most common attacks are: impersonation, bogus 
information injection, non integrity, non 
confidentiality, and Denial of Service (DoS). Two 
classes of attacks are likely to occur in vehicular 
networks [13]: i) external attacks, in which attackers 
not belonging to the network jam the communication 
or inject erroneous information. ii) Internal attacks, in 
which attackers are internal compromised nodes that 
are difficult to be detected. Both types of attacks may 
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be either passive intending to steal information and to 
eavesdrop on the communication within the network, 
or active modifying and injecting packets to the 
network [14]. As a counter-measure against most of 
these attacks, the following security considerations 
should be satisfied: i) providing a trust infrastructure 
between communicating vehicles, ii) mutual 
authentication between each communicating pair 
(whether two vehicles or a vehicle and a fixed 
element of the infrastructure), iii) efficient access 
control mechanisms allowing not only the 
authorization to the network access but also the 
authorization to the services’ access, and iv) 
confidential and secure data transfer.  
 
3.2 Vehicular Communication Security 

Requirements 
 
 Since ITS applications are mainly targeting 
peoples’ safety on roads, while passengers oriented 
non-ITS applications are mostly concerned with 
commercial services provision on roads, thus 
securing inter vehicular communication is different 
in both cases.  As a consequence, security 
requirements are different for each application type 
[2].  In fact, source authentication is a major 
requirement for ITS applications to achieve the main 
ITS purpose which is accidents’ avoidance. Source 
authentication can assure the legitimate safety-
related messages transfer on one hand and gives 
every vehicle the right to receive safety-related 
messages on the other hand. Another important 
requirement concerns the time-sensitivity during 
safety-related messages transfer, where [15] states 
that the critical transmission delay for these 
messages is about 100ms. On the other hand, 
passengers’ oriented non-ITS applications 
necessitate more security requirements, as for 
instance mutual authentication between each two 
communicating parties, confidential data transfer, 
efficient authorization for services’ access. For both 
types of applications, we find that the non-
repudiation, the integrity and the non-traceability are 
important security requirements that worth 
considerations. Although traceability is a legitimate 
process for some governmental authorities and 
networks operators, the non-traceability is an 
important security requirement in order to assure 
peoples’ privacy. Thus a complex problem arises in 
this issue. In fact, a tough requirement in vehicular 
networks environments is to manage traceability in 
terms of allowing this process for the concerned 
authorities and at the same time assuring the non-
traceability between mobile clients (vehicles) 
themselves. Nevertheless, the latter is difficult to be 
achieved and so far no promising solutions exist to 
resolve this issue in the vehicular networks dynamic 
and open environment. It is noticed that the word 
traceability can include: i) who is talking to who, ii) 

what one is sending, iii) which site one is accessing 
or which application one is using, and iv) where is 
the mobile client now (his location) and where is he 
going to be after a while. 
 
3.3 Authentication, Authorization and Access 

Control 
 
 Authentication and authorization are important 
counter-attack measures in vehicular networks 
deployment, allowing only authorized mobile nodes 
to be connected and preventing adversaries to sneak 
into the network disrupting the normal operation or 
service provision. A simple solution to carryout 
authentication in such environment is to employ an 
authentication key shared by all nodes in the network. 
Although this mechanism is considered as a plug and 
play solution and does not require the 
communication with centralized network entities, it 
is limited to closed scenarios of small number of 
vehicles, mostly belonging to the same provider. For 
wide scale commercial deployment of vehicular 
networks, the shared secret authentication has two 
main pitfalls: firstly, an attacker only needs to 
compromise one node (vehicle) to break the security 
of the system and paralyze the entire network. 
Secondly, mobile nodes (vehicles) do not usually 
belong to the same community, which leads to a 
difficulty in installing/pre-configuring the shared 
keys.  
 
 In fact, distributed authentication and 
authorization schemes with secure key management 
are required in such environment. A possible 
approach for distributed authentication is the 
continuous discovery and mutual authentication 
between neighbors, whether they are moving 
vehicles or fixed architectural elements (e.g. access 
points or base stations). Nevertheless, if mobile 
nodes (vehicles) move back to the range of previous 
authenticated neighbors or fixed nodes, it is 
necessary to perform re-authentication in order to 
prevent an adversary from taking advantage of the 
gap between the last association and the current 
association with the old neighbor to launch an 
impersonation attack. The re-authentication 
procedure should be secure and with the minimum 
possible delay in order to assure services’ continuity. 

 
 
4 SECURITY CONTRIBUTIONS FOR 

URBAN AND CITY ENVIRONMENTS 
 
 This section discusses two contributions in 
securing vehicular communication mainly 
concerning hybrid wireless networks, employing ad 
hoc networks in a connected as well as a standalone 
manner, allowing V2V and V2R communication. 
Consequently, vehicles can communicate to each 
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other in an ad hoc manner and can connect to the 
infrastructure either directly or through a multi-hop 
fashion. These contributions particularly study 
security architectures as well as the problematic of 
Authentication, Authorization and Accounting 
(AAA) in vehicular networks environments. Security 
architectures and mechanisms have been proposed, 
aiming at providing secure communication while 
reducing the cost of the access to the infrastructure.  

 
 

4.1 Inter-Vehicular Communication On 
Highways 

 
 The work in [16, 17] provides a secure 
architecture for inter-vehicular communication in 
Urban, environments. This architecture provides 
authentication and access control for mobile clients 
(vehicles) on highways, through proposing an 
integrated solution considering the service provider 
as the core entity for all authentication and access 
control operations. A novel authentication, 
authorization, and access control mechanism is 
developed to authenticate mobile clients with respect 
to service providers authorizing them to services' 
access, and also to ensure confidential data transfer 
between each communicating parties.   
 
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 3: Proposed Architecture and Security 
Solution on Highways. 

 As illustrated in Figure 3, the proposed solution 
employs Kerberos authentication model which 
provides both authentication and authorization to 
different services' access. The 802.11i standard is 
adapted to the vehicular environment setting up 
secure layer 2 links and guaranteeing confidential 
data transfer. The potential services considered in 
this work include vehicles’ Internet access, safety 
messages diffusion and inter-vehicles’ data transfer. 
The service provider is considered as the core entity 
for the authentication, authorization and access 
control process, where 802.11i authentication using 
EAP-Kerberos takes place at the entry point of 
highways (step1). Each client (vehicle entering the 
highway) communicates with the Kerberos 
authentication server, in this case, to carryout the 
authentication. This allows mutual authentication 
between each client in his vehicle and the service 
provider. Kerberos authentication model allows not 
only the authorization for the channel access but also 
the authorization for other services’ access. We 
consider two potential services here (that could be 
authorized through Kerberos service authorization 
tickets): IP address configuration and public 
certificates assignment. In (step 2) the authenticated 
client communicates with the TGS (Ticket Granting 
Server) to obtain two service authorization tickets 
respectively for the IP configuration and the public 
key certificate assignment. The client then presents 
the first obtained service ticket to a DHCP server 
(step 4) to obtain an IP address, and presents the 
second obtained service ticket to a certificate 
authority (step5) to obtain a public key certificate 
which will be used for later authentication with other 
vehicles during the trip. Mutual authentication is 
assured between each two communicating vehicles 
during the trip in a distributed manner, through 
adapting 802.11i authentication to the ad hoc mode 
(without needing to communicate with the 
authentication server “as the case of ‘step1’ at the 
entry point). However, EAP-TLS is employed 
making use of the previously obtained certificates. 
802.11i authentication also guarantees confidential 
communication on each link between authenticated 
nodes, thanks to the encryption key generation. 
 
 To achieve a reliable transfer, a routing approach 
is proposed adapting the Optimized Link State 
Routing (OLSR) protocol that is expected to provide 
a reliable routing infrastructure in such a hybrid 
scalable wireless environment, through introducing 
the concept of clustering to minimize the flooding 
effect of OLSR. A security analysis carried out for 
this work shows that minimizing the load on the 
authentication server in this work succeeds in 
reducing the authentication delay imposed by layer 2. 
Moreover, applying 802.11i in ad hoc mode ensures 
continuous authentication for communication parties 
and secure links setup while avoiding the shared 
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secret weakness of the PSK (Pre-Shared Key) 
authentication proposed by the standard for ad hoc 
mode. 

 
4.2 Providing A Trust Infrastructure, 

Authentication, Access control and Secure 
Data Transfer  

 
 The work in [2] addresses the security in 
vehicular communication general city environments, 
aiming to propose innovative solutions for deploying 
vehicular networks in such environments and 
allowing secure communication between participants. 
To enhance vehicular networks ubiquitous secure 
access, a novel architecture and security mechanisms 
are proposed taking advantages of: i) the ad hoc 
multi-hop authentication concept, ii) the smart card-
based authentication allowing distributed 
authentication during V2R communication, and iii) 
the wireless grid paradigm for distributed 
authentication and resources' aggregation among 
mobile vehicles.   
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 4: Security Architecture for Inter-vehicular 
Communication In City Environment. 
 
 
 As shown in Figure 4, a hybrid ad hoc network 
approach is employed to extend the access network 
coverage on one hand and to allow far away nodes 
(moving vehicles) to communicate to the 
authentication server (sitting in the operator 
backbone network) on the other hand. As a first step, 
each moving vehicle, whether being in the access 
network coverage or not, can get authenticated with 

respect to the network operator or the service 
provider and hence authorized to services’ access. To 
allow the authentication of vehicles not having a 
direct communication with the access network, 
mobile vehicles themselves are used as relays to 
transfer authentication messages of those far-away 
vehicles. Another option is to carryout an off-line 
authentication before participating to the vehicular 
network. This is achieved through employing smart 
cards, storing legitimate clients credentials and 
allowing authentication of these clients preceding 
their participation to the vehicular network. The 
second step is allowing authentication and secure 
communication between communicating vehicles 
themselves. This takes place based on credentials 
obtained after each successful authentication with the 
authentication server, using a distributed certificate-
based approach. To enhance the authentication 
performance, the wireless grid concept is used for 
sharing authentication credentials among some 
authorized elements in the security architecture, 
which could save a considerable authentication delay. 
Actually, the wireless grid approach can be extended 
to mobile vehicles themselves. EAP authentication 
model is used, while being general to any underlying 
wireless technology. The multi-hop EAP messages 
exchange is assured through a stateless hop-by-hop 
relaying mechanism, functioning on top of layer2. 
Consequently, there is no need of employing a 
routing protocol for accomplishing the authentication 
and secure links setup process, thus saving the 
overhead of routing tables’ storage and maintenance 
in such highly dynamic environment.  
 
 The proposed security mechanisms allow mutual 
authentication between communicating vehicles, 
massages’ source authentication, non repudiation, 
and fast association and reconnect. A security 
analysis for the developed mechanisms shows its 
efficiency and robustness towards some critical 
attacks while supporting high mobility as well as 
time-sensitive applications.     
 

 
5 CONCLUSION AND OUTLOOK 
 
 This paper presents some deployment 
perspectives for vehicular networks, illustrating 
deployment architectures examples together with 
some promising wireless technologies. Vehicular 
communication security is addressed, presenting 
some important security requirements. The problem 
of authentication, authorization and access control in 
these networks is discussed and a couple of related 
contributions in this subject are also presented.  
 
 We notice that vehicular networks are promising 
in being one of the real applications of ad hoc 
networks; however a number of technical challenges 
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can slow their development and can impact their 
wide-scale deployment.  Security is one of the 
significant challenges impacting vehicular networks. 
A point that complicates this issue is that securing 
vehicular communication is service-related. For 
instance, safety-related services should be granted to 
every vehicle on the road while assuring the secure 
messages’ transfer. On the other hand, from a 
commercial deployment perspective, only authorized 
mobile nodes (vehicles) should be granted network's 
access and hence services’ access. Since vehicular 
networks can be managed by more than one 
operator/provider, authentication should be 
performed during mobile nodes’ (vehicles) roaming 
not only across different BSs or APs but also across 
different administrative domains. This also 
necessitates trust relationships among the 
stakeholders for authentication, authorization, 
accounting and billing of end users.  
 
 Moreover, traceability versus privacy is an 
important point that needs efficient management. 
Efficient mechanisms and systems should be in place 
to allow moving vehicles traceability only by 
legitimate authorities, while protecting their privacy 
with respect to other vehicles and at the same time 
preventing privacy disclosure attacks.   
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