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.itAbstra
t�From the analysis of feasible appli
ations in the�eld of vehi
ular networks it 
learly emerges that a key fa
-tor for their su

ess will be granting vehi
les a 
onstant
onne
tion to the Internet, able to provide QoS support.Unfortunately, in spite of these strong requirements, gain-ing Internet 
onne
tivity in a VANET is a very 
hallengingobje
tive. In this paper, we dis
uss some 
ross-layer prin-
iples that 
ould drive the augmentation of widely a

eptedand deployed proto
ols, su
h as SIP at the appli
ation leveland AODV at the network level, to provide vehi
ular userswith the best available Internet a

ess.I. Introdu
tionDesign and deployment of vehi
ular networks is a re-
ent innovation in the wireless 
ommuni
ations s
enario.In su
h networks a vehi
le, equipped with a wireless ra-dio interfa
e, dire
tly transmits information to other vehi-
les without the use of either a previously deployed infras-tru
ture or a 
entralized 
ontrol. Su
h inter-vehi
ular net-works, in whi
h vehi
les on the roads dynami
ally form 
on-tinuously 
hanging topologies, are often referred to as Ve-hi
ular Ad-ho
 Networks (VANET). Studies have demon-strated that moving vehi
les in a VANET 
an exploit high-bandwidth, short-range 
ommuni
ation te
hnologies, su
has the IEEE 802.11-based standards [1℄.When analysing likely appli
ations for vehi
ular networks,the most relevant 
ategories undoubtedly result to be
omputer-aided driving and passenger entertainment. Inboth 
ases, a 
ommon requirement is the ability of the net-work to o�er a 
onstant a

ess to the Internet togetherwith a 
ontrolled Quality of Servi
e (QoS) to the users.These latter will likely be 
riti
al fa
tors to the su

ess ofvehi
ular networks. Unfortunately, in spite of these strongrequirements gaining Internet 
onne
tivity in a VANET isa very 
hallenging obje
tive that requires the presen
e ofsuitable nodes, 
alled gateways, whi
h provide 
onne
tivitytowards external networks. They 
an either be stationary,i.e. pla
ed at �xed positions along the roadside, or "travel"on board some vehi
les and a
t as mobile gateways. An ad-ho
 network allows vehi
les in a VANET to 
ommuni
ateto both roadside and on-board Internet gateways. It is ob-vious to suppose that the vehi
les do not know a prioriwhi
h gateway will be available in their neighborhood, andit is likely that the same area 
an be 
overed by more thanone gateway. Therefore, in su
h a s
enario, the methodto dis
over and sele
t the "right" gateway, whi
h users'tra�
 has to be delivered through, turns to be a fa
torof utmost importan
e. Obviously, the 
hoi
e of the right

gateway is likely to di�er from appli
ation to appli
ation,this 
ompli
ating the s
enario. In fa
t, gateways availablein a 
ertain area 
an be owned by di�erent providers, ea
ho�ering their spe
i�
 pri
ing, QoS, and administrative poli-
ies to registered users. As an example, let us suppose thata user signed an agreement with two servi
e providers, let'ssay SPA and SPB. SPA o�ers a 
heap fare and best e�orttra�
 delivery; SPB allows for stringent QoS support at ahigher fare. The user will likely transmit best e�ort tra�
through a gateway belonging to SPA, and QoS demanding�ows through a gateway belonging to SPB. Unfortunately,the gateway sele
tion pro
edure is not as simple as statedabove, sin
e it 
an be a�e
ted also by (i) the lo
ation ofthe gateway, and (ii) the quality of the path in the VANETfrom the user to the 
andidate gateway. In the exampleabove, a user willing to initiate a QoS sensitive session toan external network 
ould dis
ard the SPB gateway, whenhe/she is aware that the path to this gateway through theVANET is unstable or 
ongested.Above reported 
onsiderations 
learly de�ne the 
hoi
eof the right gateway as an inherently 
ross-layer issue.In fa
t, servi
e subs
ription and pri
ing usually pertainto user/appli
ation levels; setting up a QoS appli
ationis a typi
al session initiation problem; �nding the routeto a gateway is usually a

omplished through network-layer pro
edures and, �nally, 
olle
ting information aboutthe state of a link is ful�lled by Medium A

ess Control(MAC)/Phisi
al layer fun
tions.In this paper, we propose a framework based on 
ross-layer prin
iples, whi
h 
ombines the fun
tionalities ofSDPng (Session Des
ription Proto
ol Next Generation) [2℄,an IETF appli
ation proto
ol used to des
ribe multime-dia sessions, with a popular routing proto
ol for mobilead ho
 networks, Ad ho
 On-Demand Distan
e Ve
tor(AODV) [3℄, and with the MAC proto
ol of 802.11-basedWireless Lo
al Area Networks (WLANs).II. Ba
kgroundMany aspe
ts of the gateway sele
tion, su
h as gatewaydis
overy and end-to-end QoS signaling, have been widelyaddressed in the s
ienti�
 literature, mainly as individualtopi
s. A good referen
e for what we 
all a network-levelapproa
h (when gateway dis
overy is 
onsidered as an ex-tension of the routing pro
edure) is [3℄. The authors aug-ment AODV with gateway dis
overy 
apabilities to provideInternet 
onne
tivity to nodes in a mobile ad ho
 network.



2The extended version of the proto
ol, named AODV+, usesa new 
ontrol message, 
alled RREP_I, whi
h is sent ba
kby the gateway after re
eiving a route request (RREQ)message for an intended destination lo
ated outside the ad-ho
 network. The sour
e node uses the RREP_I messageto sele
t one of the responding gateways, e.g. the nearestone. The authors of [4℄ propose an extension of [3℄ whi
htakes into a

ount the life-time of the paths to the 
andi-date gateways to 
hoose the best one to a

ess the Internet.The life-time of a link is predi
ted by supposing that ea
hvehi
le knows its own position, speed and dire
tion andthose of all its 
orresponding nodes, and by assuming a freespa
e propagation model evaluated only on
e, during theroute dis
overy phase. Path life-time is utilized to (i) sele
t,among available paths, the one with the longest life-time,(ii) and to trigger a new route dis
overy pro
edure beforethe old one a
tually 
rashes. The obtained performan
e isbetter than the one obtained through the basi
 proto
olpresented in [3℄. However, it still su�ers from some ine�-
ien
ies mainly related to the simple way path-lifetime is
omputed and to the 
hoi
e of estimating the path-lifetimeonly on
e, during the route set-up phase. A single esti-mation, in fa
t, does not allow to take into a

ount thefrequent topology 
hanges o

urring in a VANET. The ap-proa
h we introdu
e in the present paper is based on a
onstant monitoring of the 
hannel quality; thus, it is ex-pe
ted that weaknesses highlighted in [4℄ 
an be over
ome.As for the QoS management issue, referen
e [5℄ providesa me
hanism for end-to-end QoS provisioning in 
omplexheterogeneous networks through a poli
y-based manage-ment of the IP ba
kbone. Users in a wired a

ess networkare 
onne
ted to the ba
kbone via a spe
ial gateway devi
ea
ting as both a Poli
y Enfor
ement Point (PEP) [6℄ anda Session Initiation Proto
ol (SIP) [7℄ proxy. Ea
h time auser wants to start a QoS session, he/she issues a SIP IN-VITE message to the gateway. This latter translates SIPparameters into QoS requirements and starts a poli
y ne-gotiation pro
ess with the Poli
y De
ision Point (PDP) [6℄.If enough resour
es are available in the IP ba
kbone andthe user has su�
ient privileges, then the poli
y negotia-tion su

eeds and the gateway forwards the SIP INVITEmessage; otherwise the session ends.A limit of SIP-based QoS lies in its restri
ted parameter set,
onsisting of 
ode
s and requested bit-rates. This set doesnot allow the user to express more 
omplex expe
tationsabout the QoS levels for the requested servi
es. In thispaper, we somehow exploit both approa
hes in [3℄ and [5℄together with throughput and delay estimation presentedin [8℄ by proposing a 
ross-layer framework to allow a mo-bile host in the VANET sele
ting "the best" gateway to theexternal network. Sele
tion takes into a

ount, at the sametime, both low-level parameters (su
h as, desired through-put and delay) monitored by the routing-MAC layers andhigher level ones (su
h as 
ost, servi
e level agreements,operator), 
ontrolled at the appli
ation layer.

Fig. 1. Network s
enario and Signaling �owsIII. The proposed "
ross-layer" framework forbest Gateway Sele
tionIn this se
tion we summarize the referen
e s
enario(sket
hed in Fig. 1), the main pro
edures, and the novelfeatures of our approa
h. Sin
e our main fo
us is on QoSprovisioning to multimedia servi
es, we suppose that mo-bile nodes support SIP proto
ol and use it to start theirmultimedia sessions. Like in [5℄, we also assume that it ispossible to gather indi
ations on the QoS levels required bythe users from session des
ription parameters. SIP expres-siveness is augmented in our proposal by using an enhan
edsession des
riptor proto
ol, namely SDPng [2℄.In our referen
e s
enario, gateways behave as SIP prox-ies, able to 
he
k users' Servi
e Level Agreements (SLAs)and to assess the network resour
es that 
an be assigned tothem. For instan
e, in a poli
y-based 
ore network, gate-ways 
an implement Poli
y Enfor
ement Points (PEPs)and use COPS proto
ol to intera
t with Poli
y De
isionPoints (PDPs), whi
h in turn manage the 
ore networkthey belong to [6℄. QoS management te
hniques useda
ross the ba
kbone network fall out of the s
ope of thispaper, the fo
us being on the a

ess network.A. Gateway Sele
tionThis phase requires 
ooperation between appli
ation(SDPng) and network (AODV) layers. When a user wantsto start a multimedia session (see �g. 1) he/she de
lares (1)user and appli
ation requirements within the SIP INVITEmessage, by using SDPng [2℄ session des
ription proto
ol.We propose the SIP INVITE message to be embedded intothe payload of routing dis
overy pa
kets (RREQ).Gateways must assess the ability of the external networks,along the path to destination, to mat
h user end-to-endQoS requirements. To this aim, they also use information,
oming from MAC and Physi
al layers, about the a
hiev-able QoS levels within the VANET segment, 
olle
ted whilerouting requests 
ross the VANET. Parameters taken intoa

ount are maximum a
hievable throughput, minimumdelay, and estimated path life-time. Gateways 
ompare(2) the user's requirements with their own 
apabilities andwith those of the external networks they are 
onne
ted to.Only gateways whi
h are able to o�er the required QoSlevels and appli
ation features respond (3) with a route re-ply message. The user 
hooses a gateway, among those
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Fig. 2. Signaling Flow during Handoverwhi
h replied to the route request message, i.e. the onewith the longest path life-time, and issues (4) a 
on�rma-tion message to that gateway. Finally, upon re
eiving the
on�rmation message, the gateway forwards (5) to the �naldestination the SIP INVITE message re
eived during step2.B. Route to the Gateway Maintenan
eThis phase requires the network layer (AODV) to re
eivevalues of monitored parameters at the Physi
al layer. Byreferring to Fig. 2, when a path is set up (1) all the nodes
ontinuously monitor the RSSI (Re
eived Signal StrengthIndi
ation) from their neighbors. When one of them real-izes (2) that the link is rapidly deteriorating (please refer tose
tion IV for details), then it labels the route as �expiring�and �
riti
al�. The label �expiring� means that a route isgoing to be updated, while the label �
riti
al� means thatthe link to the next hop is rapidly going to break. On
ethe host has labeled its routing table, it issues (3) a �Route-Alert� Message upstream to the Sender. Ea
h node in theroute modi�es its routing table entry, by labeling the routeas �expiring�, and keeps on forwarding the alarm messageupstream to the Sender. However, all the nodes 
ontinueto use the existing route to forward the data pa
kets. Thesour
e, upon the re
eption of the �Route-Alert� Message,assembles (4) a SIP re-invite message in
luding the de-s
ription of its requirements by using SDPng [2℄, as we willdes
ribe later. The re-invite message is embedded into a�Route-Update� Message. On
e again, we have 
ross-layer
ooperation between appli
ation and network layers.When a host re
eives the �Route-Update� Message, it per-forms the same operations as in 
ase of a �Route-Request�Message, with the ex
eption that it avoids to reuse 
a
hedroutes to the destination; rather it performs next-hop dis-
overy. We suppose a route may overlap with another onealready existing, but we do not allow it to in
lude linkslabeled as �
riti
al�.At the end of the dis
overy phase, all the gateways able tohandle the user tra�
 respond (5-6) with a �Route-Reply�Message. Similarly to the set-up 
ase, the user 
hooses agateway, among those whi
h replied to the �Route-Update�Message, and sends (7) to it a �Con�rm Message�. Whena router re
eives a �Con�rm Message� there are two possi-

bilities: (i) it is the same gateway whi
h was already for-warding the user tra�
 (the route in the ad-ho
 has beenrepaired and the gateway is un
hanged), or (ii) it is a newgateway. In the former 
ase, it 
ontinues to do its job asbefore; in the latter 
ase, it forwards (8) the re-invite mes-sage to the remote destination, and the 
ommuni
ation �ow
an 
ontinue between sender and re
eiver through the newgateway (9). As soon as the user re
eives data from thenew gateway, it sends a bye message to erase all routingentries labeled as �expiring� (10).IV. Estimating the Path-LifetimeEa
h nodes 
ontinuously evaluates the RSSI of ea
h link
onne
ting to its neighbors. These values from Physi
allayer are pro
essed by the routing proto
ol at the Networklayer.Ea
h time a node re
eives a frame, it measures the re
eivedRSSI and 
omputes the variation with respe
t to the for-mer measure, a

ording the following equation:
∆RSSI(tactual) =

RSSI(tactual) − RSSI(tformer)

(tactual − tformer)
(1)where tactual and tformer represents the time instants ofthe 
urrent measure and the former measure, respe
tively.To �lter out �u
tuations in equation (1), we 
onsider anaveraged measure ∆RSSI(tactual), whi
h is obtained from

∆RSSI(tactual) through an Exponential Weighted MovingAveraged (EWMA) with a suitably 
hosen smoothing fa
-tor αRSSI .If ∆RSSI(tactual) is greater than, or equal to, zero, thepath is assumed to be not in 
riti
al phase, and path-lifetime is set to in�nity; otherwise, it is supposed that
RSSI will de
rease in the next future with a 
onstanttrend. Therefore, the path-lifetime (plt) is related to
RSSItactual

and to the re
eiver sensitivity (S)(i.e. the RSSIvalue, below whi
h the re
eiver is not able to work prop-erly) through the following equation:
[RSSI(tactual) − S] + ∆RSSI(tactual) · plt ≥ 0 →

plt ≤
(S−RSSItactual )
∆RSSI(tactual)

(2)Ea
h node, during the data ex
hange phase, 
ontinuouslyestimates the path-lifetime. If the estimated plt be
omesshorter than a given time interval HO
−

time, the node trig-gers a �Route update� pro
edure, as des
ribed in se
tionIII. The time HO
−

time is 
hosen to minimize unne
es-sary �Route update� pro
edures and, at the same time, tomaximize the probability that, when triggered, they are
ompleted before the old route de�nitively breaks. Af-ter a thorough simulation 
ampaign we have 
hosen to set
HO

−
time = 1.5sec.V. MAC Level QoS MonitoringIn our referen
e framework QoS routing 
hoi
es at thenetwork layer are a

omplished through 
ooperation withthe MAC layer. QoS 
ontrol at the MAC layer is a
hievedthrough the IEEE 802.11e standard [9℄. More spe
i�
ally,



4QoS is managed, through the Enhan
ed Distributed Chan-nel A

ess (EDCA), by applying tra�
 prioritization toMAC frames of four di�erent 
lasses, based on tra�
 re-quirements. Delay sensitive voi
e tra�
 is handled at thehighest priority; video tra�
 gets the subsequent prior-ity level; �nally, �ows marked as best e�ort and ba
k-ground are managed by de
reasing 
lasses of priority. Apa
ket 
oming from the network layer is �rst queued atthe Logi
al Link Control (LLC) layer until it is trans-mitted by the MAC proto
ol. The time required by thislatter to transmit a pa
ket (DMAC,i) depends on manyfa
tors, su
h as: the physi
al transmission rate (dynam-i
ally adapted by the station), a random ba
k-o� inter-val before transmission, the possible retransmissions dueto 
ollisions with other frames, and its EDCA priority i.
DMAC,i is related to the maximum throughput (MaxThi)a
hievable by a station at the EDCA priority i through
MaxThi = PktSize

DMAC,i
, i = 0, . . . , 3, where PktSize is thepa
ket length [8℄. Thus, the total time spent by a pa
ket inthe data link layer (DLL) (DDLL,i), 
onsisting of both LLCand MAC layers, is given by the sum of DMAC,i and thetime spent in the queue. In our framework, a station mea-sures both DDLL,i and DMAC,i for ea
h sent pa
ket andaverages them through an Exponential Weighted MovingAverage (EWMA) te
hnique with a smoothing fa
tor setto 0.4 a

ording to [8℄. For ea
h station, QoS routing re-lies on su
h 
ross-layer 
ooperation with MAC and LLClayers to estimate a
hievable delays and throughput. Moredetails on this issue are available in [8℄.VI. QoS-aware routing toward gatewaysA

ording to the proposal presented in [10℄ (whi
h inthe following will be referred as AODV-QoS) we extendedAODV+ [3℄ proto
ol by means of two additional �elds inthe RREQ message. Those �elds, named MinTh and

Maxe2eDelay, 
arry respe
tively the minimum through-put and the maximum end to end delay tolerated by theuser. Di�erently from [10℄, where the proposal has beendone independently of the proto
ol adopted at MAC layer,in the present work we 
onsider 802.11 based VANET,therefore we have a pra
ti
al way to estimate the delayspent at every hop and the available throughput along thepath (see se
tion V). We further 
onsidered another addi-tional �eld in the RREQ message, namely ExpLifeT ime,whi
h 
arries information 
on
erning the expe
ted routelifetime, and a new routing message (CONFIRM), neededto 
on�rm the sele
tion of a single gateway.In our framework, when a host issues a RREQ message, itinitialises MinTh and Maxe2eDelay to the values spe
i-�ed by the user, and sets ExpLifetime to in�nity. Then,it inserts in the RREQ message the MAC level priority i,
hosen to forward the tra�
, and the size of the pa
ketsintended to be sent. As a �rst approximation, we assumethat �xed-size pa
kets are sent by the sour
e node.Ea
h node along the path reads the new �elds and updatesthem a

ordingly with the estimation made with 
ooper-ation of MAC and Physi
al layers. More spe
i�
ally, itsubtra
ts from Maxe2eDelay the value DDLL,i (see se
-

tion V), and sets ExpLifetime = min(ExpLifeT ime, plt)(see se
tion IV).Before forwarding a RREQ pa
ket, and just after the up-dating pro
ess has been 
ompleted, ea
h node 
he
ks that:
{

MinTh ≥
PktSize
DMAC,i

Maxe2eDelay ≥ 0
(3)Only if both the 
onditions expressed in (3) are true, thenthe RREQ message is forwarded, otherwise it will be dis-
arded. When a gateway (whi
h a
ts as a SIP proxy server)re
eives the RREQ message, it 
an have a 
lear des
riptionof both the user/appli
ation requirements, 
ontained in theen
apsulated SIP message, and the QoS degree o�ered inthe VANET. More spe
i�
ally, the values of MinTh and

Maxe2eDelay, whi
h have been updated along the path,
ontain the minimum throughput and the maximum end-to-end delay allowed in the remaining part of the path to-ward the destination. Therefore, as des
ribed in se
tion III,the gateway is able to start a negotiation phase with the
ore network, to assess two disjoint sets of requirements:(i) QoS 
onstraints towards destination, i.e. the ability ofthe 
ore network to deliver tra�
 to the destination withinthe maximum tolerated delay and at the minimum rate de-sired by the user; (ii) appli
ation/user preferen
es, writtenin the SDPng header of the SIP INVITE message, 
on
ern-ing appli
ation-layer features su
h as pri
ing and se
urity.In su
h a way, the gateway is asked to manage low-layerand high-layer aspe
ts at the same time, in a fully 
ross-layer fashion.Di�erently from the lega
y proto
ol [10℄, we introdu
e afurther uni
ast routing message, 
alled Route Con�rmationMessage (CONFIRM), that is issued by the user towardsone of the gateways (e.g. the nearest one) that answeredthe Route Request, if any. Upon re
eiving a CONFIRMmessage, the sele
ted gateway forwards the original SIPINVITE message to the external network, and the multi-media session establishment 
an 
ontinue. Candidate gate-ways, whi
h do not re
eive a CONFIRM message before theexpiration of a given timer, reset the 
urrent session initi-ation/routing pro
edure.On
e the session is established, the routing layer of ea
hVANET node along the path 
ontinuously monitors boththe QoS performan
e parameters exported by the DataLink Layer and the Physi
al layer parameters. If eitherQoS performan
e negotiated during the route setup pro-
edure 
an no longer be met or a link is rapidly going tobreak, then it issues a �Route-Alert� message and triggersa �Route-Update� pro
edure, as des
ribed in se
tion III-B.This pro
edure requires 
ontinuous 
ooperation betweenPhysi
al, MAC/LLC, and Network layers.VII. The des
ription of servi
e requirementsThe SDPng proto
ol [2℄ has been developed as an exten-sible framework, based on XML (Extensible Markup Lan-guage), aiming at des
ribing multimedia sessions and nego-tiating end-host 
apabilities. SDPng session des
riptions,usually embedded within session initiation messages, e.g.SIP messages, 
an be provided with an optional se
tion,
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alled Session Information, reserved to spe
ify additionaldata about the session.We propose to �ll pa
kets belonging to a SIP session ini-tiation pro
edure from a VANET node with high-layeruser/appli
ation preferen
es de
lared through SDPng, andthen to 
arry these pa
kets into AODV route dis
overypa
kets. Therefore a RREQ messages 
ontains both highand low-layer parameters.A simple SDPng des
ription 
ould in
lude the followinghigh-layer parameters, whi
h help the gateways to 
hoosean external network to the Internet: (i) preferred servi
eproviders the user has subs
ribed an agreement with; (ii)se
urity and priva
y level, representing the user require-ments on data 
on�dentiality; (ii) maximum 
ost the useris willing to pay for the required servi
e, expressed througha suitable metri
.VIII. Comparing lega
y and proposed approa
hesIn this se
tion we present a simulation 
ampaign, 
ar-ried out through ns2 (Network Simulator v2) to assessthe performan
e of the proposed route sele
tion approa
h.We 
ompare our solution, in the following referred toas HO_predi
tion, with two referen
e algorithms: lega
yAODV-based gateway dis
overy approa
h, proposed in [3℄,whi
h does neither implement smart gateway sele
tion norhandover management strategies, 
alled lega
y ; and a sim-pli�ed version of our solution, that applies gateway sele
-tion but does not deal with early handover dete
tion, inthe following 
alled GTW_sele
tion_only.Let's 
onsider a sample urban s
enario, 
onsisting of 110roads and 67 interse
tions, whi
h models a 1200m*600mwide portion of Reggio Calabria's seafront road network.As the propagation model, we use the two-ray ground re-�e
tion model provided by ns2. Vehi
les are supposed totravel at pie
ewise 
onstant speeds, ranging between 3 and7 m/s, a

ording to the mobility model proposed in [11℄.We 
onsider that 10 vehi
les, randomly 
hosen among 40vehi
les moving in the simulation s
enario, originate QoSsensitive �ows dire
ted toward external hosts, when in pres-en
e of di�erent gateways. Spe
i�
ally, we simulate threekinds of gateways (see Table I), installed at �xed lo
ations:Class 1 gateways a
t as broadband �xed Points Of Pres-en
e (POP) for high demanding 
ustomers, e.g. the so-
alled hot-spots; Class 2 gateways represent POPs as well,and are able to guarantee lower bit-rates but stri
ter delay
onstraints; Class 3 gateways o�er more limited networkresour
es. Other parameters in Table I a

ount for thehigh-layer 
apabilities of the gateways (e.g., monetary 
ostof the 
onne
tion, agreement with providers, and se
uritydegree). For the sake of simpli
ity, the a
hievable QoS inexternal networks is represented with �xed bit rates anddelays. This assumption, although not totally realisti
, al-lows us to fo
us on the main issue of this paper, i.e. howQoS, routing and gateway sele
tion are performed withinthe a

ess network, rather than investigating how they area

omplished outward.Chara
teristi
s of user/appli
ations and QoS requirementsof ex
hanged �ows are reported in Table II. The �rst 
lass,

Gateway type QoS perfor-man
e Cost Provider Se
urityLevelClass 1 1.5Mb/s, 0.3s 10 Agreementswith allproviders 1Class 2 384kb/s, 0.05s 5 prov1.
om,prov2.
omonly 1Class 3 56kb/s, 0.1s 2 Agreementswith allproviders 1TABLE ISimulated Gateways Chara
teristi
sFlow Maximum end-to-end Minimum Required Maximum Se
uritydelay bit-rate provider 
ost Levelvoi
e 0.125s 8kb/s prov1.
om 3 1video 0.5s 192kb/s prov2.
om 10 1TABLE IIRequirements of the QoS sensitive flowsrepresenting a voi
e 
all, asks for low end-to-end delay andlow bit-rate; it is modeled as a 8kb/s Constant Bit Rate(CBR) �ow. The se
ond 
lass, representing a video stream-ing appli
ation, needs a higher bit-rate but tolerates lessstri
t delays, and is modeled through a 192kb/s CBR �ow.We further introdu
e a variable amount of ba
kground traf-�
, ex
hanged between 
ouples of vehi
les in the VANET,modeled as 32kb/s CBR �ows, to the purpose of verify-ing the impa
t of di�erent network loads on the 
onsideredalgorithms. For ea
h tra�
 
lass, also high-level require-ments are 
onsidered in Table II; these are the preferredprovider, the maximum 
ost the user is available to pay forthe 
onne
tion, and the degree of se
urity required.Simulations, ea
h one lasting 300 se
onds, are repeated 10times by varying the mobility patterns, the number of avail-able gateways, and the amount of ba
kground tra�
. Av-eraged measures are reported together with the relevant95% 
on�den
e intervals. With referen
e to QoS �ows,the average bitrate of pa
kets arrived within the 
ommittedend-to-end delay bounds is sele
ted as a 
omprehensive per-forman
e metri
. It gives information on both throughputand delays. Results are reported in Fig. 3 when vary-ing the amount of ba
kground �ows, whi
h 
ompete withQoS sensitive tra�
 in the VANET. As expe
ted, in-timedelivery rates of QoS sensitive �ows de
rease with a grow-ing presen
e of 
ompeting ba
kground tra�
. However,our solution performs better, with respe
t to both lega
yand GTW_sele
tion_only ones, with all network loads.We 
an explain su
h results by noti
ing that, a

ordingto the 
onsidered �ow 
onstraints and gateways 
hara
ter-isti
s, video �ows 
an be adequately served by gatewaysof Class 1 only, while voi
e �ows need Class 2 gatewaysto a

omplish their 
ommitments. Lega
y approa
h nei-ther pays attention on QoS paths in VANET nor on thesele
tion of the best gateways among those present, andthen distributes QoS tra�
 evenly among all the availablegateways. Thus, it 
an not o�er the requested guarantees.Further, by 
omparing the proposed handover dete
tionstrategy with the GTW_sele
tion_only approa
h, we dis-tinguish that the handover 
ontrol in the VANET provides
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kground tra�
a bene�
ial e�e
t on the overall performan
e, even whenba
kground tra�
 in
reases. Di�erently, in su
h 
onditionsthe GTW_sele
tion_only solution degrades also with re-spe
t to lega
y, sin
e it loses mu
h time in the sear
h forsuitable paths after route break events.In Fig. 4 we analyze how the presen
e of gateways withdi�erent 
hara
teristi
s impa
ts on the 
apability to serveQoS �ows. While keeping the total number of gatewaysdeployed in the simulation area �xed to 10, we vary theproportion of gateways belonging to the three 
lasses de-s
ribed above (we re
all that Class 1 and 2 gateways o�erhigher features than Class 3 ones). On the x-axis we re-port three di�erent 
on�gurations, 
hara
terized throughthe number of gateways of ea
h 
lass deployed in the sim-ulation s
enario. As we 
ould expe
t, the performan
e im-proves when in
reasing the number of Class 1 and Class2 gateways, i.e. the most valuable ones. However, ir-respe
tive of the presen
e of gateways with a di�erentnature, the proposed approa
h outperforms both lega
yand GTW_sele
tion_only. Furthermore, given that ouralgorithm has gateway sele
tion and QoS routing in theVANET in 
ommon to GTW_sele
tion_only, the improve-ment in performan
e is evidently due to the implementedpath sele
tion strategies, that allow for early dete
tion andrepair of broken links. We have also evaluated the overheadintrodu
ed by ea
h proto
ol, 
onsidering the fra
tion of thesignaling related tra�
 with respe
t to the total tra�
 in-je
ted into the network. We 
an observe that the overheadintrodu
ed by our proposal is about 1.5 times the one ofthe lega
y approa
h, while the GTW_sele
tion_only ap-proa
h introdu
es about 1.25 times the overhead of lega
y,be
ause it saves the signalling ex
hange related to the earlyhandover dete
tion.IX. Con
lusionsThe referen
e s
enario reported in this paper 
onsiderspubli
 transport vehi
les and 
ars travelling along urbanand suburban roads; user terminals on board the vehi-
les 
an bene�t from the presen
e of either one or mul-tiple gateways in their radio proximity. Gateways 
an beused to exploit di�erent a

ess te
hnologies provided by ei-
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har-a
teristi
sther the same or di�erent servi
e providers. We proposeda framework based on a 
ross-layer approa
h to provideInternet 
onne
tivity and end-to-end QoS to the vehi
les.These tasks are performed by (i) setting up multimedia ses-sions from VANET nodes; (ii) rea
tively building QoS net-work paths in the VANET; (iii) sele
ting the best availablegateway for outward transmission, a

ording to networkresour
e availability and 
omplian
e with user/appli
ationrequirements, and (iv) 
onstantly maintaining and updat-ing routes to the gateways.Simulation results in urban s
enarios showed that the pro-posed approa
h 
an lead to better overall performan
e, interms of throughput and delay, than the lega
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